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Abstract:

The Raspberry Pi (RPI) is a versatile and cost-effective platform that has gained
popularity in various applications. This abstract presents the design and development of
a home security system using the Raspberry Pi as its core component. The system aims
to provide an accessible and adaptable solution for enhancing home security. The
system's motion detection feature triggers the cameras to capture images or videos
when suspicious movement is detected, and these media files are stored securely on the
Raspberry Pi or in the cloud. Users can remotely access the system, enabling real-time
monitoring and control from anywhere with an internet connection. Security measures,
such as user authentication and encryption, are implemented to protect sensitive data
and ensure the system's integrity. Additionally, the system is highly customizable,
allowing users to expand its functionality by adding more sensors, cameras, or
automation features as needed. In conclusion, this Raspberry Pi-based home security
system offers an affordable, adaptable, and effective solution for homeowners looking
to enhance the security of their properties.
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1. Introduction:

Imagine a system that gives you the authority to take charge in a time when security
concerns are constant. Presenting the Raspberry Pi security system, an easy-to-do DIY
option that turns your house or other property into a personal stronghold. With the
Raspberry Pi, you may explore a universe of options that are customised to your unique
requirements and financial constraints, releasing you from the constraints of pricey,
proprietary solutions. Tucked into the palm of your hand, this tiny powerhouse delivers
a powerful security punch. Imagine a network of observant eyes that uses high-
definition cameras to record every move, and motion sensors that are poised to sound
an alarm at the smallest sign of trespassing. Your Raspberry Pi brain is capable of more
than just monitoring; it can evaluate data, distinguish between benign activities.
However, the Raspberry Pi's customizability is what makes it magical. Put an end to
strict, one-size-fits-all remedies. This technology is flexible and easily integrates with
other smart home appliances. Imagine your hideaway being automatically secured with
doors that lock as an unwanted guest approaches. This feature not only deters attackers
but also gives you peace of mind. You can keep an eye on your loved ones, keep an
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online watch on your property, and even record video for later use with real-time
monitoring. The options are only limited by your creativity. Not only is creating your
own Raspberry Pi security system a useful step, but it's also an empowering experience.
You take on the role of the architect of your own safety, picking up useful skills and
developing your technological literacy. It's a project that inspires tinkering and is proof
of the creative possibilities of small computers and open-source innovation. Are you
prepared to manage your security now? With the Raspberry Pi, you may embrace the
future and see how your house becomes a safe sanctuary that is rigorously protected by
your own invention. Imagine a society in which security is deliberately created rather
than existing as a passive dream. The Raspberry Pi security system, a do-it-yourself
marvel that puts you in control of your The Raspberry Pi security system is a statement
rather than merely a project. A proclamation of independence, a dedication to
creativity, and an appreciation of the power at your fingertips. Are you prepared to start
this trip now? Take out your Raspberry Pi, let your imagination go wild, and observe as
your house becomes a fortress of your own creation. Security's future is waiting for us.

2. Objective:

1. Potential alarm systems and visible cameras serve as a deterrent to would-be burglars.

2. Modify and customise the system to fit your own requirements and tastes.

3. You may feel safer and more at ease knowing that your property is being watched.

4. Establish two-way phone or video calls for remote communication with guests or possible
trespassers.

3. Existing System:

A complete surveillance system that incorporates motion detection, video recording, and
remote access features is one Raspberry Pi security system now in use. This system uses a
suitable camera module and a Raspberry Pi board to keep an eye out for any movement in a
designated region. The device records video footage of the event in real time by activating the
camera upon sensing motion. Furthermore, users have access to. A security system based on
Raspberry Pi is provides a number of features aimed at improving home, workplace, or other
monitored environment security. Fundamentally, this kind of device can detect movement in
its area of vision thanks to motion detection capabilities.

The system may detect motion and then do a number of things, like turning on cameras to
take pictures or setting off sirens to notify those inside. Remote access capabilities are
another feature that many Raspberry Pi security systems offer, allowing users to watch their
property in real-time from any location with an internet connection. Frequently, this kind of
remote access allows users to watch live video feeds, go over previously recorded clips, and
even get alerts or notifications sent straight to their cellphones or other devices.

Certain sophisticated systems might additionally incorporate.Cost-effective: When compared
to commercial security camera systems, Raspberry Pi-based solutions are less expensive.
Customisation: Users are able to alter the system to meet their own requirements. Possibility
for Learning: Constructing a security camera system with a Raspberry Pi gives you practical
experience with system configuration, programming, and hardware integration.

4. Proposed System:
The goal of a proposed Raspberry Pi (RPI) security system is to offer a complete and
adaptable monitoring and security solution for homes and businesses. This system will
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include a number of essential parts and features to guarantee efficient monitoring and
reaction to security risks.

A Raspberry Pi single-board computer, which will act as the central processing unit for
handling numerous security tasks, will be at the centre of the proposed system. The
Raspberry Pi will allow for real-time video monitoring of the property, recording any
suspicious activity or incursions, when combined with a high-resolution camera module. The
system will include motion sensors that are thoughtfully positioned in strategic locations
throughout the property to identify any possible security breaches. When motion is detected,
these sensors are set to sound an alert, which will cause the system to take the necessary
action.

The suggested system's capacity to record video footage upon motion detection will be one of
its main features. The camera module on the Raspberry Pi will be set up to turn on
automatically and begin recording, making sure that any security incidents are caught on
camera and recorded for later review or proofThe device will have alerting features to warn
homeowners or security professionals of possible threats in addition to video recording. E-
Mail.

One of the main features of the proposed system would be remote access, which will let
owners monitor their property from any location with an internet connection. Users will be
able to monitor live video feeds, review recorded footage, and remotely control various
system settings via a secure online interface or mobile application.

Additionally, the suggested system would put an emphasis on scalability and user
customisation, enabling businesses or households to adjust the security settings to suit their
unique requirements and grow the system as needed. This could entail incorporating cutting-
edge technologies like facial recognition or licence plate recognition, or adding more cameras
and sensors. Using the power of Raspberry Pi technology to give efficient surveillance and
reaction capabilities, the suggested security system for residential and commercial buildings
will, all things considered, provide a strong and adaptable solution for improving safety and
security.

5. Block Diagram:

An arrangement of connected blocks can be seen as the block diagram for your Raspberry Pi
security system. Sensors detect security events and relay information to the Raspberry Pi,
such as motion detectors or door/window sensors. With security software installed that
examines sensor data, this serves as the system's brain. In addition to sending out alerts via
email or push notifications, the programme may detect motion and begin capturing video
from the camera module. You can save all of the recorded information locally on a microSD
card or, if you have a network connection, transfer it to the cloud for storage. In conclusion, a
distinct power supply unit powers the Raspberry Pi itself. An easier way to understand how
the different components:

Raspberry Pi (Control Unit): The Raspberry Pi (RPI) serves as the central control unit in a
security system, coordinating all security processes It communicates with sensors to collect
data, motion detection, analyses this data to identify security events, turning on cameras.
Wi-Fi Communication: This component facilitates communication between the Android
application and the RPI. It enables wireless transmission of data from the Android device to
the control unit.
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Finger Print Sensor:The Finger Print sensor which detects the authorised and unauthorised
users finger print data.It scan the finger print data.

SD card: The SD card is used to store the information of authorised user and data. SD Card
also stores the image of unauthorised user.

Buzzer: The Buzzer is used as alarm for the system. It will continuously start sounding if any
unauthorized user access.

Camera Module: The Camera Module is set up as the camera for the system. It clicks a
picture when unauthorized user access.

Power Supply: This component provides the necessary power to all the other components of
the system, ensuring proper functionality.

This block diagram represents the basic architecture of the Raspberry Pi , WIFI
Communication, Finger Print Sensor, SD Card, Buzzer, Power Supply.Additional
components or functionalities can be added as per specific requirements or preferences.

POWER SUPPLY |

WEB PAGE

CAMERA MODULE [ ——

RASPBERRY PI

BUZZER

SD CARD I—

6. Hardware Components:
> Raspberry pi : The Raspberry Pi (RPI) serves as the central control unit in a security
system, coordinating all security processes It communicates with sensors to collect
data, motion detection, analyses this data to identify security events, turning on
cameras .Simply it acts as a mini computer.
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» Camera Module : The Camera Module is set up as the camera for the system. It clicks a picture when
unauthorized user access with SMP OV5647 Wide Angle Fish Eye Lens Night Vision Camera for RPI
5

> Adapter (12V, 1Amp): The adapter in the notice board system provides power to the Arduino and
other electronic components, ensuring they operate smoothly. It converts AC power to appropriate
required voltage.
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» Finger Print Sensor: The Finger Print sensor which detects the authorised and unauthorised users
finger print data.It scan the finger print data.

» Power supply: The power supply is used to convert one form of energy to another form. The power is
supplied to max of Sv to 12v.

»  Connecting Wires/Jumper Wires: For connecting various components of the system.

> SD Card: The SD card is used to store the information of authorised user and data. SD Card also stores
the image of unauthorised user. Which is of 32 GB.
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» Buzzer: The Buzzer is used as alarm for the system. It will continuously start sounding if any
unauthorized user access.

7. Software Requirements:
Real VNC Viewer:
» Install Real VNC Viewer in PC.
» Install the RPI OS in software.
» This environment supports Python Language.

8. Implementation:

= Connect Camera Module, Finger Print Sensor, SD Card to RPI System.

= [Install Real VNC Viewer and RPI OS in PC.

= Implement real-time clock functionality using RPIL.

= Develop code to run in Real VNC View.

= Enable Wi-Fi communication between RPI and Android.

= Connect the RPI System to PC, Power on.

= Create the mobile hotspot and unable the hotspot in PC.

= Open Real VNC Viewer and window of RPI by User name and Password.

= QOpen the file of fingerprint and run the system.

= Test and deploy the system for RPI Security System.
9. Result:
An adaptable and affordable security solution for your house can be obtained with a
Raspberry Pi security system project. A Raspberry Pi serves as the brain of the system, and it
is connected to various sensors, including a camera module for motion detection. The device
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has the ability to record audio or video, sound an alarm, or even send emails with alerts to
your phone.Its scalability is what makes it beautiful. Beginning with basic motion detection,
you can work your way up to remote camera access for real-time surveillance or combine it
with smart home devices to trigger alarms or lights in the event of an intruder. Though
instructive and useful for basic security, it's crucial to keep in mind that DIY solutions could
not be as reliable as professional ones. Think of this project as an educational opportunity that
can offer an You can use VNC (Virtual Network Computing) to connect to your Raspberry
Pi's graphical desktop remotely from another computer.
For security purposes, you should definitely change the Raspberry Pi's default password. This
can be accomplished by selecting "Change Password" from the Raspberry Pi Configuration
menu.By following these instructions, we should be able to use a VNC viewer to establish a
remote connection to your Raspberry Pi's desktop, enabling you to interact with the system as
though you were sitting in front of PC
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