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Abstract 

Growing incidence of migrant smuggling in Malaysia-Thailand border has been 

associated with several factors such as Malaysia’s porous borders, lack of enforcement and 

integrity issues. Currently, Malaysia does not optimally leverage on the emerging technologies 

such as artificial intelligence (AI) in its border control strategies, leaving the ground 

enforcement to rely heavily on conventional ways such as physical surveillance. This article 

assesses the use of AI technology in border control strategies in other countries with similar 

geographical characteristics of Malaysia and corroborating its potential application in the 

country. It leverages on a range of secondary sources, guided by three broad themes namely, 

border control, security, and AI technology – covering a study period from the year 2013 to 

2022. This study found that in such countries as the United Kingdom and the United States of 

America, AI technology has been widely adapted in their border control strategy to address 

similar issues faced by Malaysia. Specifically, the AI technology has helped these countries to 

enhance data collection, intelligence sharing, field monitoring and decision making with 

minimal supervision and human intervention. Given the urgency to address border security 

threats brought by migrant smuggling in Malaysia-Thailand border areas, it is timely that 

Malaysia considers adapting AI technology into its border control strategy. 

Keywords: migrant smuggling, border control, long and porous border, efficient border 

management, Artificial intelligence  

Introduction 

Migrant smuggling is a widespread and profitable criminal activity, often committed 

by transnational organized criminals across the Southeast Asia’s region (UNODC, 2019). 

According to the UN Protocol Against the Smuggling of Migrants by Land, Sea and Air, 

migrant smuggling is defined as “the procurement, in order to obtain, directly or indirectly, a 

financial or other material benefit, of the illegal entry of a person into a State Party of which 

the person is not a national or permanent resident” (UNODC, 2000). Anti-migrant smuggling 

policy often integrates border control as part of the national’s border control systems, not only 

to strengthen border integrity but ensuring territorial sovereignty. According to Kokkalis 

(2019), effective border control enables a country to ensure its territorial integrity and 
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sovereignty. Scholars such as Mohan and Shelly (2016) and Mohd Na’eim Ajis et al. (2018) 

stressed on the importance of a border control system in safeguarding a country’s national 

security and sovereignty. Security is broadly regarded as a standard of quality of life in a 

democratic country as well as the ownership of human rights and civil rights (see Wisniewski 

and Wawrzusiszyn, 2012), while sovereignty consists of matters related to foreign affairs as 

well as defence forces to protect a territorial state from attacks by other countries (Hovell, 

2004). A country’s border control will need to be effectively and comprehensively managed to 

ensure national security is protected from external threats including non-traditional security 

threats such as migrant smuggling and human trafficking. The lack of effective border control 

strategy often leads to the growing incidence of cross-border crimes, including migrant 

smuggling and human trafficking (Na’eim Ajis et al, 2018). 

Malaysia and Thailand are among the major destination countries for smuggled 

migrants especially in the Southeast Asian region. Smuggled migrants are often originating 

from low-income and developing countries, within and neighbouring the Southeast Asian 

region. Despite lack of official data that indicates the actual incidence of migrant smuggling 

(IOM, 2016), Malaysia continues to experience a high-level of cross-border migration from 

neighbouring countries such as Indonesia, Philippines, Myanmar and Bangladesh, and a 

significant portion of these flows appear to involve illicit means (UNODC, 2019). Since the 

border areas of Malaysia-Thailand border that covers the Malaysian states in the north namely 

Kelantan, Perlis, Kedah, and Perak (Ruhanas, 2009) are open, isolated, and porous (Agus, 

2013), it is geographically and logistically challenging to manage the border consistently and 

comprehensively from any movement of people, goods and things. Rafidah Dahari et al. (2019) 

stressed that the weaknesses in border control management at these porous border areas have 

led to various forms of smuggling activities. Its porous borders (i.e., Malaysia-Thailand border) 

is clearly difficult to be managed using existing conventional surveillance method (Ruhanas, 

2009). 

Despite successful application of the artificial intelligence (AI) technology in assisting 

the enforcement agencies of other countries to safeguard their border integrity, Malaysia does 

not optimally leverage such AI technology in its border control mechanism. Other countries 

such as the United Kingdom (UK), the United States of America (USA) and several countries 

in the European Union (EU) have moved quickly to integrate “smart border” AI capabilities 

into their border patrol management (Tyler, 2022). At the same time, the USA has been 

adapting AI solar powered “autonomous surveillance towers”, using thermal imaging, cameras 

and radar to detect moving object of an animal, vehicle or person at the border (Miroff, 2022). 

According to Shaji and Hoven (2020), the AI technology is capable in managing the more 

conventional and monotonous tasks. In the UK, AI technology has been used for the purpose 

of biometric tracking, surveillance, and ubiquitous facial recognition technology as part of the 

country border control (Hunter et al., 2018). 

This study defined border control as a measure adopted by a country to regulate and 

monitor its borders from any movement of people, animals, and goods. According to Carlos-

Roca, Torres, and Tena (2018), border control contains sub-elements to the border management 

model that have two tasks namely, (i) border surveillance; and (ii) border inspection. Border 

surveillance is the most important task in the field of national defence and security (Mohan and 

Shelly, 2016) and it involves the supervision of areas adjacent to or adjacent to border 

entrances, including initiatives taken to address any unwanted injuries to humans around the 

border or loss of any life when crossing the border (Carlos-Roca, Torres, and Tena, 2018). On 

the other hand, border inspection involves all the necessary checks at the entrance to ensure 

that people, vehicles, and belongings belonging to them are valid to enter the country (Carlos-
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Roca, Torres, and Tena, 2018). This article aims to assess the use of AI technology in these 

countries with similar issues (i.e., similar geographical characteristics and migrant smuggling 

issues). The aim is to explore the potential of leveraging AI technology to assist and/or 

complement the conventional and monotonous surveillance and inspection methods by 

Malaysia in safeguarding the Malaysia-Thailand border in an effective, safer and 

comprehensive way to curb migrant smuggling activities. This article leverages on a range of 

secondary sources, guided by three broad themes namely, border control, security, and AI 

technology – covering a study period from the year 2013 to 2022. The next immediate section 

reviews the issues and challenges in safeguarding the Malaysia-Thailand border areas. It is then 

followed by the assessment of using AI technology in border control system in other countries 

and the benefits of using this technology into Malaysia’s border control strategy. 

2. A Review of Border Control In Malaysia: Issues And Challenges 

Border security control is a great challenge for most countries, either continental 

countries or maritime countries (Kokkalis, 2019). As for Malaysia, with a wide geographical 

boundary, the Malaysia’s border integrity and security is often exposed to various security 

threats, including migrant smuggling (Noor Azmi Mohd Zainol et al., 2019). The weaknesses 

in border control management along with the wide and long boundary have led the border to 

be easily breached and infringed especially when cross-border crime occurs including migrant 

smuggling. Difficulties and challenges in managing border security in Malaysia-Thailand 

border will be discussed in three following themes, namely: (i) geographical challenges; (ii) 

human resources, motion and workload; and (iii) integrity and coordination issues. 

Geographical Challenges 

The challenges in enforcing border control include the challenge of wide and long 

border areas (The Future of Border Management: Maintaining security, facilitating prosperity, 

2015). According to Agus (2013), illegal cross-border activities at the Malaysia-Thailand 

border areas cannot be separated from its porous borders. Vishwanath and Sankar (2019) 

concurred with the views of Rafidah Dahari et al. (2019) that porous border conditions possess 

a challenge to the enforcement officers to control the border. This situation complicates border 

control strategies because wide borders require a multitude of enforcers. It is challenging to 

ensure that no illegal movement coming in and out of the border area because of geographical 

factors of the area which is located in the interior and the density of thick forests. Besides, 

Rafidah Dahari et al., (2019) claimed that Malaysia is a long maritime country with a hilly 

geographical position and a porous border that makes it difficult for the authorities to control 

the border. They noted that this geographical factor became a key factor that makes the 

smuggling of firearms, small and light weapons (SKR) being easily taken place, linked to 

migrants smuggling too.  

Human Resources, motion, and workload 

Efficient and effective border control requires technological supports and sufficient 

manpower. The major problem in protecting long stretches of borders is the need for large 

human involvement in patrolling the premises and even modest-sized areas require large 

human resources (Mohan and Shelly, 2016; Carlos-Roca, Torres, and Tena, 2018). Mohan and 

Shelly (2016) have asserted that the border troops must watch and maintain control in a specific 

section of the border while patrolling the border according to predetermined routes and time 

intervals. Their readiness is needed to act spontaneously at any time along with efficient 

management. At the same time, the number of undocumented immigrants crossing the border 

has created additional work for the law enforcement officers (Argueta, 2016). The validation 
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process at the border involves all the necessary checks at the entrance (Carlos-Roca, Torres, 

and Tena, 2018), and these activities require substantive training and experience on the ground. 

Individual screening and detailed manual inspection checkpoints at border crossings are time-

consuming (Deloitte, 2019). These certainly burden the enforcement personnel, and lead to 

weaknesses in border control management. The weaknesses in border control management by 

local authorities eventually have given way to the entry of illegal migrants (Nuurrianti Jalli and 

Ismail Sualman, 2020). 

Integrity and Coordination Issues 

Integrity is an important element for a country in national security policy. Countries 

which are facing integrity problems will have a spill over effect in its administration, and in 

turn this affects their security control at the border. Shelley (2014) has indicated that the 

problems associated with human trafficking and migrant smuggling are closely related to (lack 

of) integrity. According to Rafidah Dahari et al., (2019), the weaknesses in border control 

management and integrity factors among the enforcement authorities and officers played a role 

in smuggling activities. They highlighted that the inspection on the ground was usually done 

carelessly due to integrity problems among officers. The lack of integrity in oneself also causes 

one to be willing to sell the dignity of the country, and act illegally for one’s own self-interest 

(Wan Shawaluddin Wan Hassan et al., 2020). While coordination among all the agencies is 

aimed to achieve unity in the implementation of command and control, the lack of systematic 

and integrated coordination weakens the management of security control at the border (Noor 

Azmi Mohd Zainol et al., 2019).  

3. An Assessment of Artificial Intelligence Technologies In Border Control System To 

Eradicate Migrant Smuggling 

Artificial intelligence is often referred to as the ability of machines to learn human 

behaviour, and to provide responses or reactions like humans (Shabbir and Anwer, 2015). 

Dahria (2014) highlighted that the combination of the ‘knowledge base’ factor, which 

includes facts, theories, and the relationship between the two, and the ‘inference engine’ 

factor, which is the ability to draw conclusions based on knowledge and experience that are 

incorporated into the AI system – allows the computer to act as an intelligent machine and 

behave like humans and perform input and output processes. Such a combination (i.e., 

knowledge base and inference engine) makes AI capable of receiving and interpreting data 

entered by humans and providing answers sought by humans in a prompt manner (Dahria, 

2014). According to Kokkalis (2019), AI involves technologies that can be run in existing 

decision systems to improve performance. Among the advantages of AI is its ability to 

integrate various applications, improve the internet of things (IoT) more effectively, and 

therefore provides better communication, interaction, and information sharing among 

different materials that share a common network (Sayler and Hoadley, 2019). Therefore, 

AI technology promises excellent improvements in terms of effectiveness and productivity 

Artificial intelligence (AI) applications are currently widely and increasingly 

adapted in borders, migration, and security mechanisms, for a variety of purposes. 

Specifically, border-focused AI technology comes in multiple forms including 

algorithms designed to evaluate imperceptible emotional expressions, biometric 

analysis of fingerprints and facial recognition, as well as scanner software that can 

differentiate humans from wildlife in remote border sections (Tyler, 2022). It is also 

used for the purpose of individual risk assessment, decision support system in 

immigration-related matters, as well as migration monitoring and analysis (Molnar 

and Gill, 2018). According to Tyler (2022), AI technology offers features to 

supercharge this surveillance, making tools more powerful and capable of processing 
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and interpreting more data than in the past, and it can make preliminary 

determinations about possible threats and how authorities should respond in a prompt 

manner. 

Since borders should be maintained and always ensured (Mohan and Shelly, 2016) and 

need to be kept under 24/7 monitoring as to ensure their peace and safety from external threats 

(e.g., illegal migration and terrorist activities) that are common to Malaysia, to curb such 

activities, the least that can be done is to provide a continuous monitoring (Mohan and Shelly, 

2016). However, security issues have already been proven to be difficult to be handled through 

the conventional surveillance method (Kokkalis, 2019). Mohan and Shelly (2016) stated that 

in monitoring border in real-time and at the right time as well as minimizing the need for human 

support, various control technologies that support each other are required. The existing 

technological assets and capabilities at the border need to be improved in line with the 

technological sophistication used in the modus operandi of cross-border criminal syndicates 

which are always a step forward. 

The presence of new technologies based on ‘Deep-Learning Patterns’ and ‘Powerful 

Computers’ such as AI technology (Sayler and Hoadley, 2019) is emergingly perceived to be 

helpful and strategic in the field of national security, including in border security measures. 

The use of AI technology potentially helps in surveillance and inspection tasks at the border in 

several ways that will be discussed as follows. 

Immediate Way to Detect Early Potential Threats  

Integrating AI technology into the job descriptions of field officers provides much-

needed support in the early detection of smuggling and suspicious activities (Deloitte, 2019), 

including potentially movement of dangerous people and objects at sensitive areas, border 

crossings, customs checkpoints, and other ports of travel. This threat detection is the first step 

to provide efficient security – by using AI algorithms and smart sensors (Deloitte, 2019) to 

analyse trends and patterns of behaviour in individual traveller data that could indicate 

suspicious activity and using more effectively screen X-ray images of cargo and baggage 

(Miroff, 2022) to identify dangerous goods. The use of biometric technology could accurately 

match travellers to their travel documents. This also helps in improving the traffic flows at 

security checkpoints and flagging only certain individuals who present irregularities (IDEMIA, 

2018). 

Since individual screening and detailed manual inspection checkpoints at border 

crossings are time-consuming, by enhancing the customs agents and freight truck operators’ 

roles with AI, they are empowered with accurate information in a timely manner. Truck 

operators and their vehicle license plates could be pre-screened prior to entering the customs 

station by using facial and image recognition technology that helps in expediting the tedious 

manual processes (Deloitte, 2019). The secured and accurate identification of possible 

dangerous goods or abnormal loads that could be instances of smuggling could be guaranteed 

by using artificial intelligence-enhanced X-ray scanning technology (Deloitte, 2019). The 

cargo metadata also could be quickly analysed to identify suspicious shipments by artificial 

intelligence enabled systems. (Deloitte, 2019). 

According to Miroff (2022), the USA today is guarding the border routes with AI solar 

powered “autonomous surveillance towers” using thermal imaging, cameras and radar that can 

determine whether a moving object is an animal, vehicle, or person. Further, U.S. Customs and 

Border Protection (CBP) has deployed about 175 of the towers along the southern borders – it 

is part of a five-year deal with Anduril, a California-based security and defence contractor 
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specializing in AI systems, which they believe the most advanced surveillance technology that 

allows the agency to detect and intercept more illegal entries along the border without increased 

staffing (Miroff, 2022). Resendiz (2022) highlighted that Border Patrol agents at the east of El 

Paso (in USA) use AI cameras and other technologies to detect and rescue migrants in 

mountains and desert terrains. Such cameras that are equipped with a 3-mile visual radius and 

night vision technology can detect anything within its area, either the changes in landscape or 

exact locations of individuals and groups in the desert, track the folks coming through by 

narrowing down the response time and narrowing down apprehension, thus give agents cues 

as to whether anyone in a large group may be carrying a weapon. 

In the United Kingdom (UK), AI is used for the purpose of biometric tracking, 

surveillance, and ubiquitous facial recognition technology (Hunter et al., 2018). In recent years, 

authorities particularly in USA and some countries in the European Union (EU) have moved 

quickly to integrate “smart border” AI capabilities into their operations, heralding a potential 

game-changing moment for the ability of governments to patrol their borders (Tyler, 2022). 

The border security robot which uses a wireless camera to continuously monitor the border, 

can detect and apprehend illegal aliens, drugs, and other illegal activities from all vehicle traffic 

that stop at security check points (which are set up on the international roads), while the border 

troop watches and maintains control in a specific section of the border according to 

predetermined routes and time intervals (Mohan and Shelly, 2016). In USA, the Trump’s 

administration argued that the border wall is a necessary deterrent to drug smugglers and 

immigrants seeking to enter the country unlawfully (Brookings, 2017). According to Ghaffary 

(2020), such measure under the Trumph’s administration is a smart wall that could help identify 

unauthorized individuals crossing the borders, specifically in remote stretches of land between 

established ports of entry. It was reported that smart gates are generally faster and more 

efficient than the manual alternative, and this proves that AI technology does not only boost 

security but also reduce waiting times (ETIAS, 2016). An American company has been 

working on robotic border guards with lie detectors that are capable to detect suspicious 

movement patterns and pick up on body language indicating deception and has proven to be 

effective in detecting lies using cues such as facial expressions, something which may be 

difficult for humans to pick up on (ETIAS News, 2021). Thus, AI guards could guarantee a 

more secure solution to border control. 

Enhance Decision Making and Help to Plan and React Better 

Due to a handful of data being tracked every day and being placed in a scattered way, human 

will difficultly unlock, integrate previously siloed datasets, and reveal their connections. However, 

when available data is used with machine-learning algorithms, they are capable to integrate all the 

datasets, reveal the connections, and hence, they are capable to improve predictions i.e., can better 

anticipate travel activity and potential threats, and ultimately capable to deploy resources at security 

checkpoints (Kokkalis, 2019). This could be seen in the United States-Mexico border areas whereby 

AI technology is used to access data from surveillance videos, hence being a medium for Command 

and Control (Kokkalis, 2019). AI system helps to plan for an action if anything goes astray, and 

allocation as well as deployment of security resources becomes much easier with it (Deloitte, 2019). 

In China, the use of AI technology is utilized to access and coordinate data as well as to identify face 

recognition through surveillance cameras to locate, track and record the Turkic Uighur population 

(Hunter et al., 2018). 

AI technology also guarantees agility and timely actions when human lives are at risk 

by assessing and forwarding to the decision maker only the essential information that will 

support human-related command and control systems. It can also provide concise and accurate 

suggestions to decision makers for the subsequent course of actions (Sayler and Hoadley, 

https://www.washingtonpost.com/people/nick-miroff/
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2019). AI technology can work with security agents to re-allocate or deploy personnel of 

security staffing directly to areas of the border where they would be most effective by 

employing the use of smart sensors coupled with integrated datasets on migration patterns, 

crossing activity, demographics, environmental data and more (Deloitte, 2019). 

Data Consistency, Accuracy and Privacy 

Certainly, border security agencies must deal with a large amount of data. These include 

travellers’ identification, baggage data, data related to travel activities, and area activities. 

Therefore, when it comes to security whereby data is fundamentally important, a single error 

in a set of data analytics can create major problems, eventually can also cause chaos to the 

security of a country on that single error (Deloitte, 2019). Therefore, the implementation of 

data analytics software in AI technology would enhance this analytics process for better 

management by analysing data accurately and systematically. It is also able to accurately 

simulate variegated scenarios which then capable to evaluate current and developed responses 

in an interactive feedback process. While state-of-the-art technology will be used to encrypt 

personal data, protecting it from cyber-attacks and identity theft (Deloitte, 2019). 

Integrating artificial intelligence into border security services has great potential for a 

higher level of consistency that would not be possible with human operators alone (Deloitte, 

2019) .To avoid inherent bias present in the algorithms used like biometric technology and 

facial recognition (model for type of detection software), it is important to ensure the new data 

is consistently being used to train the models, improving the accuracy and reliability of the 

results such as re-focus security personnel to address only certain individuals (IDEMIA, 2018). 

ETIAS (European Travel Information and Authorization System), a fully electronic system that 

was established by The European Commission (EC) keeps track the visitors from countries 

who do not need a visa to enter the Schengen Zone. The system collects information that will 

only be accessed by authorized personnel, such as border authorities or police officers, when 

necessary. This is in line with the EU’s principle to protect the fundamental right to privacy, 

which guarantee the privacy and security for all data collected (ETIAS, 2016). 

Discussion 

Porous borders and complex nature of migrant smuggling makes human 

surveillance at the border areas is extremely challenging. Previous studies have shown 

how Malaysian borders have been easily breached by smuggling syndicates, associated 

with Malaysia’s geographical porousness, lack of enforcement and integrity issues. 

Apart from the growing illegal entries of economic migrants, the influx of forced 

migrants such as the stateless Rohingya refugees from Myanmar into Malaysia is a 

direct manifestation and implication of poor border security measures. In the 

meantime, Thailand which shares long borders with Malaysia (i.e., Peninsular 

Malaysia) continues to serve as a transit point for countless of irregular migrants and 

refugees from the region, awaiting opportunity to cross Malaysia-Thailand borders 

(Intan Suria Hamzah et al., 2016). Existing research also indicated active migrant 

smuggling syndicates who are offering smuggling services to migrants and refugees 

to be smuggled into Malaysia. These smuggling syndicates act in many forms, 

including as travel fee collectors, strategists and the boat smugglers transporting 

undesired migrants from Thailand to Malaysia (Lawrence, 2012). This reinforces the 

importance of strengthening border security measures, and those conventional 

measures are no longer adequate to address such threats effectively. In USA, UK, 

https://www.etiasvisa.com/etias-news/etias-for-europe-impact-human-rights


  
 

Res Militaris, vol.12, n°2, Summer-Autumn 2022 7220 
 

China, and several EU countries, where AI technology has been optimally leveraged, 

issues such as those faced by Malaysia have been effectively addressed.  Therefore, 

there are some immediate benefits that Malaysia can enjoy when integrating AI 

technology into its border control management.  

Minimize Manpower Utilization and Overcome Human Weaknesses  

As mentioned, several times in this article, AI technology helps in reducing the burden 

faced by the field officers on the ground. These include back-office operations where process 

is time-consuming, tedious, extraneous, and low-value-added activities that ultimately distract 

from the core mission, either in planning and preparing task, serving in field operations, or 

supporting complex resourcing logistics (Deloitte, 2019). Deloitte (2019) cautioned that AI 

technology does not mean to replace humans outright, instead it substitutes the existing border 

control mechanisms for specific assignments, allowing field officers to refocus their time and 

energy on more complex reasoning tasks where AI technology does not have the capability to 

address i.e., emotional intelligence. Since AI technology is capable in completing complex 

pattern analyses that human cannot do due to the volumes of data involved, it will help in 

providing with critical information, thus helps those who oversee protecting the countries to do 

their jobs more effectively (Hunter et al., 2018).  

Efficient Border Control Management  

While the collaboration of AI technologies with humans will help in minimizing 

manpower utilization, it then could also help to provide smooth and efficient services and 

improve field activities. According to Morales-Ponce (2019), transporting goods across borders 

is a common scenario, and smuggling is a common crime across borders. Therefore, to maintain 

proper security, it can be a tedious and time-consuming process for customs officers to conduct 

the security checks. Monitoring public and transport activities is also a strenuous process, and 

the naked eye can miss a lot of suspicious activities. Even if there are CCTV cameras in place, 

monitoring them manually takes much time and manpower manual checking can often lead to 

mistakes. Therefore, when AI technology gets connected with CCTV’s, it can automate this 

process with automated surveillance. Vehicles can undergo both driver and vehicle 

identification with the help of smart identification systems, and this could achieve timely 

supervision. Besides, such illegal activities as trespassing, intrusion and duress get easily 

detected by combining migration pattern, demographics, border activity data and 

environmental data. Artificial intelligence could spot dangerous activities across the area, and 

easy detection of suspicious people and objects. The security team gets an instant alert once 

the system detects any of the dangerous activities. Then, the cargo weight measurement can be 

conducted with the help of an automated weighbridge. The smart sensors can also check the 

cargo automatically and gives an insight of what contains inside the packages. This makes 

detection of illegal elements easier.  

Researchers mostly agreed that wide and porous borders require AI deployment 

assistance because of its capabilities to achieve timely preparedness, achieve efficient border 

control management, minimize security risks, and increase coordination as well as integration. 

At the same time, border security agencies can leverage the use of AI technologies to perform 

a variety of activities, improve operational efficiency, optimize appropriate timing, and respond 

quickly (Slapakova, 2021; Fedorovich, 2021; Smith, 2017; Siddarth, 2016; Morales-Ponce, 

2019; Jain, 2013). There are a lot of successful case studies highlighting the use of AI 

technologies in the border security sector (Kasapoglu and Kirdemir, 2019; Sanchez, 2020; 

Macrocosmscience, 2021). Their roles in border control in terms of executing field operations 

i.e., surveillance and inspection tasks – have been widely discussed in previous studies as 

mentioned above i.e., early detection of threats (Resendiz, 2022; Miroff, 2022; and Hunter et 

https://www.cronj.com/weighbridge/unmanned-weighbridge-system.html
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al., 2018), data reliability (Delloite, 2019), and being part of command-and-control system 

(Kokkalis, 2019; and Hunter et al., 2018). Since manual patrolling under the conventional 

border surveillance system requires large human resources – to monitor the border in real-time 

with accuracy, multiple surveillance technologies, which complement each other are required 

(Carlos-Roca, Torres and Tena, 2018).  

Despite less attention of AI technology in previous studies in Malaysia, scholars 

persistently emphasized on the benefits of using modern technologies at the border. Abdul 

Rahman Alavi, et al. (2020) indicated that in order to purge criminal insurgency, it is very 

important to increase the use of technologies in security operations. Mohd Firdaus Shahri and 

Mohd Ikbal Mohd Huda (2021) were of the opinion that assets that can move quickly and 

efficiently are needed to assist in the enforcement of security controls at long and wide borders. 

It has also been suggested that existing assets for border enforcement activities must be 

improved in terms of technological capabilities so that cross-border crime can be tackled more 

systematically and efficiently (Norcikeyonn Samuni et al., 2015).  

Justification of Using Artificial Intelligence Technology to Support Malaysia-Thailand’s 

Conventional Border Control Measures 

The arrival of illegal immigrants on a large scale has affected Malaysia's image on the 

international stage. Malaysia has been perceived as a weak country in terms of border control 

(Intan Suria Hamzah et al, 2016). Therefore, the issue of border control must continue to be 

given serious attention by all parties to strengthen border integrity, national security and 

Malaysia’s image at the global level. Mohd Na’eim Ajis et al. (2018) who analysed migrant 

smuggling activities in the North of Peninsular Malaysia, stated that the border security of a 

country needs to be constantly improved from time to time. Continuous monitoring, 

coordination and integration across different agencies need to be prioritized to achieve effective 

and comprehensive security controls at the border. Here lies the importance of adapting AI 

technology in Malaysia’s border control measures.  

Conclusion 

Smugglers easily crossing Malaysia's borders suggests the need for Malaysia to 

strengthen its border control measures and border security. This effort is crucial to address 

the security threats externally which in turn can threaten the security and sovereignty of 

the country. Examples from such countries like USA, UK, China, and several EU 

countries have shown that the problems and challenges of enforcing security controls at 

the border, as pertains to land borders that are physically wide and porous, demand the 

usage of AI technology to support limited manpower. AI technology could aid and 

complement existing border security measures in an effective, strategic and safer way. AI 

technology can also make various contributions in certain areas and functions in border 

control such as better data collection, continuous monitoring in a timely manner, 

receiving instructions, enhancing decision making and performance at the borders without 

much supervision and human intervention. 

To conclude, as shown in other countries, the utilization of AI technology at the 

Malaysia-Thailand border can potentially assist enforcement agencies to work efficiently. 

It is because this utilization seems to be capable of improving the level of nationa l 

security at the border and will comprehensively address the external security threat 

including migrant smuggling activities. Malaysia’s jumps start effort in moving forward 

the field of AI technology in line with the era of Industry 4.0 should move all parties in 



  
 

Res Militaris, vol.12, n°2, Summer-Autumn 2022 7222 
 

the future to embrace this technology for a more robust and its widespread use especially 

in monitoring border security. To achieve this goal, studies on the role and usage of AI 

especially for border control will need to be intensified. This will hopefully lead to 

improvement in monitoring Malaysian borders. 

Appreciation  

Special thanks and appreciation are extended to Universiti Kebangsaan Malaysia 

(UKM) for providing support in the administrative aspects of the production of this article. A 

word of appreciation and thanks also to the Public Service Department (JPA) who contributed 

to the form of sponsorship, and not forgetting also to all parties involved either directly or 

indirectly in contributing ideas and comments on this writing. 

References 

Abdul Rahman Alavi, Ruhanas Harun & Krishnan, T. (2020). Reshaping Kesban concept 

against criminal insurgency in Eastern Sabah. The Journal of Defence and Security, 

12(1), 27-40. 

Agus R. Rahman. (2013). Hubungan Perbatasan Antara Thailand Dan Malaysia: Kerjasama 

Perbatasan Dan Lintas Batas Ilegal Thailand-Malaysia Border Relations: Border 

Cooperation and Illegal Border Crossing. 

Amer Fawwaz Mohd Yasid, Noraini Zulkifli & Azrul Azlan Abdul Rahman. (2019). 

Keutamaan dan cabaran kerjasama maritim Malaysia-Indonesia di Selat Melaka (2016-

2020). Jurnal Dunia Pengurusan, 1(3), 9-22.  

Andika Ab. Wahab. (2018). The colours of exploitation: Smuggling of Rohingyas from 

Myanmar to Malaysia. Akademika, 88(1), 5-16. doi: 10.17576/akad-2018-8801-01 

Argueta, C. N. (2016). Border Security: Immigration Enforcement Between Ports of Entry. 

Analyst in Immigration Policy Congressional Research Service 7-5700 www.crs.gov 

R42138 

Arzura Idris. (2012). Malaysia and forced migration. Intellectual Discourse, 20(1), 31-54. 

Asyraf Maula Mohd Yusof & Lutfan Jaes. (2020). Malaysia-Thailand relation in the security 

perspective. Journal of Social Transformation and Regional Development, 2(2), 20-28. 

doi: 10.30880/jstard.2020.02.02.003 

Austin, K. (2015). Drones being used for monitoring construction workers. Net Orbit. 

Retrieved May 15, 2021, from http://www.net-orbit.com/blog/drones-being-used-for-

monitoring-construction-workers 

Azrul Nor Fadzilah & Hanizah Idris. (2007). Perubahan peranan tentera laut dan agensi- agensi 

penguatkuasaan lain di Malaysia dalam mengawal perairan negara pada abad ke 21. 

Jati, 12, 107-129. 

Blissmer, R. H. (1985). Computer Annual: An Introduction to Information Systems, 1985-

1986. John Wiley & Sons.  

Carlos-Roca, L. R., Torres, I. H. & Tena, C. F. (2018). Facial recognition application for border 

control. International Joint Conference on Neural Networks (IJCNN), 1-7. doi: 

10.1109/IJCNN.2018.8489113. 

Daniels, J. (2018). Lie-detecting computer kiosks equipped with artificial intelligence look like 

the future of border security. CNBC Delivering Alpha. 

Deloitte (2019). Retrieved June 20, 2022 from 

https://www2.deloitte.com/content/dam/Deloitte/ca/Documents/deloitte-analytics/ca-

en-final-aoda-deloitte-ai-defence-security-pov-v2.pdf 

ETIAS & Artificial Intelligence (2016). The Role of AI in Border Control. Retrieved May 13, 

http://www.net-orbit.com/blog/drones-being-used-for-monitoring-construction-workers
http://www.net-orbit.com/blog/drones-being-used-for-monitoring-construction-workers
https://www2.deloitte.com/content/dam/Deloitte/ca/Documents/deloitte-analytics/ca-en-final-aoda-deloitte-ai-defence-security-pov-v2.pdf
https://www2.deloitte.com/content/dam/Deloitte/ca/Documents/deloitte-analytics/ca-en-final-aoda-deloitte-ai-defence-security-pov-v2.pdf


  
 

Res Militaris, vol.12, n°2, Summer-Autumn 2022 7223 
 

2022 from https://www.etiasvisa.com/etias-news/etias-artificial-intelligence-border-

control 

ETIAS News (2021). How AI and ETIAS Are Strengthening Border Control. Retrieved July 

10, 2022 from https://www.etias.org/etias-news/etias-ai-border-control 

 

Ghaffary,S. (2020). The “smarter” wall: How drones, sensors, and AI are patrolling the border. 

Retrieved May 12, 2022 from 

https://www.vox.com/recode/2019/5/16/18511583/smart-border-wall-drones-sensors-

ai 

Hovell, D. (2004). Chinks in the armour : international law, terrorism and the use of force. The 

University of New South Wales Law Journal, 27(2), 398–427.  

Humphrey, M. (2013). Migration, security and insecurity. Journal of Intercultural Studies, 

34(2), 178-195. doi: 10.1080/07256868.2013.781982 

Hunter, A. P., Sheppard, L. R., Karlén, R., & Balieiro, L. (2018). International activity in 

artificial intelligence. Artificial Intelligence and National Security: The Importance of 

the AI Ecosystem, 46–61. Center for Strategic and International Studies (CSIS). 

IDEMIA (2018). Retrieved July 22, 2022 from https://www.idemia.com/news/artificial-

intelligence-serving-border-security-2018-11-16 

Intan Suria Hamzah, Sity Daud, Nor Azizan Idris, & Muhammad Shamshinor Abdul Azzis. 

(2016). Migrasi rentas sempadan terhadap etnik Rohingya dan implikasi terhadap 

Malaysia. Jurnal Sains Insani, 1, 36-43. doi: 10.33102/sainsinsani.vol1no1.7 

IOM (2016). Assessing the risks of migration along the Central and Eastern Mediterranean 

Routes: Iraq and Nigeria as case study countries. Geneva 

Jahanzaib Shabbir, and Tarique Anwer (2015). Artificial Intelligence and its Role in Near 

Future. Journal Of Latex Class Files, Vol. 14, No. 8 

Kokkalis, K. (2019). Contribution of Artificial Intelligence to border security. [Master’s thesis, 

Naval Postgraduate School]. Naval Postgraduate School Library. 

http://archive.org/details/contributionofar1094563998 

Koser, K. (2008). Why migrant smuggling pays. International Migration, 46(2), 3-26. doi: 

https://doi.org/10.1111/j.1468-2435.2008.00442.x 

Lawrence. (2012). Asia Pacific Refugee Rights Network statement on the situation in the 

Rakhine State of Myanmar. Aprrn. Retrieved 15 May, 2021 from http://aprrn.info/asia-

pacific-refugee-rightsnetwork-statement-on-the-situation-in-therakhine-state-of-

myanmar/ 

Livingston, S. & Risse, M. (2019). The future impact of Artificial Intelligence on humans and 

human rights. Ethics & International Affairs, 33(2), 141-158. 

doi:10.1017/S089267941900011X 

Mariam Khaled Alsedrah (2017). Artificial Intelligence Research. DOI: 

10.13140/RG.2.2.18789.65769. Retrieved July 3, 2022 from 

https://www.researchgate.net/publication/323498156  

Mikic, M. & Malala, J. (2021). The impact of artificial intelligence on the future of work. The 

Home in the Digital Age Book 1st Edition 

Miroff, N. (2022). Powered By Artificial Intelligence, ‘Autonomous’ Border Towers Test 

Democrats’ Support for Surveillance Technology, The Washington Post National 

Security. Retrieved May 29, 2022 from https://www.washingtonpost.com/national-

security/2022/03/11/mexico-border-surveillance-towers/ 

Mohan, M. & Shelly, S. (2016). Border security robot. International Journal on Cybernetics & 

Informatics, 5(2), 275-283. doi:10.5121/ijci.2016.5230 

Mohd Firdaus Shahri & Mohd Ikbal Mohd Huda. (2021). Konflik di Selatan Thailand: 

Implikasi terhadap keselamatan nasional Malaysia (Conflict in Southern Thailand: 

https://www.etiasvisa.com/etias-news/etias-artificial-intelligence-border-control
https://www.etiasvisa.com/etias-news/etias-artificial-intelligence-border-control
https://doi.org/10.1080/07256868.2013.781982
https://www.idemia.com/news/artificial-intelligence-serving-border-security-2018-11-16
https://www.idemia.com/news/artificial-intelligence-serving-border-security-2018-11-16
https://doi.org/10.33102/sainsinsani.vol1no1.7
http://archive.org/details/contributionofar1094563998
https://doi.org/10.1111/j.1468-2435.2008.00442.x
https://www.researchgate.net/publication/323498156
https://www.taylorfrancis.com/books/mono/10.4324/9781003080114/home-digital-age?refId=02ccbe12-9fff-4e1d-969c-475402614bfc&context=ubx
https://www.taylorfrancis.com/books/mono/10.4324/9781003080114/home-digital-age?refId=02ccbe12-9fff-4e1d-969c-475402614bfc&context=ubx
https://www.washingtonpost.com/people/nick-miroff/
https://www.washingtonpost.com/national-security/
https://www.washingtonpost.com/national-security/
https://www.washingtonpost.com/national-security/2022/03/11/mexico-border-surveillance-towers/
https://www.washingtonpost.com/national-security/2022/03/11/mexico-border-surveillance-towers/


  
 

Res Militaris, vol.12, n°2, Summer-Autumn 2022 7224 
 

Implications Towards Malaysia National Security). e-Bangi: Jurnal Sains Sosial dan 

Kemanusiaan, 18(3), 138-158. 

Mohd Na’eim Ajis, Zawiyah Mohd Zain, Mohamad Faisol Keling & Ummu Atiyah Ahmad 

Zakuan (2017). Aktiviti penyeludupan migran dalam kalangan pendatang asing tanpa 

izin (PATI) di Malaysia. Geografia Online: Malaysian Journal of Society and Space, 

13(2), 13-25.  

Mohd Na’eim Ajis, Ummu Atiyah Ahmad Zakuan, Zawiyah Mohd Zain & Mohamad Faisol 

Keling. (2018). Smuggling of migrants in Malaysia: The case study of illegal 

immigrants in the Northern Region. Tamkang Journal of International Affairs, 23(1), 

71-118. doi: 10.6185/TJIA.V.201907_23(1).0002 

Molnar, P., & Gill, L. (2018). Bots at the Gate: A Human Rights Analysis of Automated 

Decision Making in Canada's Immigration and Refugee System'. Citizen Lab and 

International Human Rights Program (Faculty of Law, University of Toronto). 

Retrieved July 10, 2022 from https://tspace.library.utoronto.ca/handle/1807/94802 

Navniit, G. (2010). National Security: Emerging Dimension and Threats. Pentagon Press. 

Nihas, PS. (2020). Non-traditional security threat and national security. European Journal of 

Molecular & Clinical Medicine, 7(7), 5899-5903.  

Noor Azmi Mohd Zainol, Anwar Zamani Jusop, Ahmad Azan Ridzuan & Sofian Kamarudin. 

(2019). Managing Malaysian border: The challenges and prospects in maintaining 

security. International Journal of Politics, Public Policy and Social Work, 1(3), 1-13. 

doi: 10.35631/ijppsw.13001 

Norcikeyonn Samuni, Nor-Ina Kanyo & Ahmad Tarmizi Abdul Rahman. (2015). Penelitian 

cabaran Agensi Penguatkuasaan Maritim dalam menangani jenayah pemerdagangan 

orang di zon Maritim Sabah. Geografi, 3(1), 75-88. 

Nur Khalimatus Sa’diyah & Ria Tri Vinata. (2016). Rekonstruksi pembentukan national cyber 

defense sebagai upaya mempertahankan kedaulatan negara. Perspektif, 21(3),168-187. 

doi: 10.30742/perspektif.v21i3.587  

Nuurrianti Jalli & Ismail Sualman. (2020) Exploring contemporary security issues near 

Sarawak-Kalimantan border. Jurnal Komunikasi: Malaysian Journal of 

Communication, 36(1), 401-408. https://doi.org/10.17576/JKMJC-2020-3601-23 

Ponce O.M., (2019). Optimal Patrolling of High Priority Segments While Visiting The Unit 

Interval With A Set Of Mobile Robots A Preprint  

Rafidah Dahari, Nor Azizan Idris & Zarina Othman. (2019) Penyeludupan senjata api di 

sempadan Malaysia-Thailand dan ancamannya ke atas keselamatan insan. Jebat: 

Malaysian Journal of History, Politics and Strategic Studies, 46(2), 79-117. 

Ramli Dollah & Wan Shawaluddin Wan Hassan (2012). Cabaran dan pengurusan sempadan 

maritim Indonesia: Pengajaran kepada Malaysia. Jati - Journal of Southeast Asian 

Studies, 17, 57-77. 

Ramli Dollah, Wan Shawaluddin Wan Hassan, Peters, D. & Zaini Othman. (2016). Old threats, 

new approach and national security in Malaysia: Issues and challenges in dealing with 

cross-border crime in East Coast of Sabah. Mediterranean Journal of Social Science, 

7(3), 178-186. doi: 10.5901/mjss. 2016.v7n3s1p178 

Ramli Dollah & Zain Sagi Khusyairy Pangkas. (2017). Aktor bukan negara dan keselamatan 

nasional di Malaysia: Tentera diraja Sulu dan pencerobohan Lahad Datu, 2013. 

Akademika, 87(3), 17-31. 

Resendiz, J. (2022). Border Patrol adds artificial intelligence cameras to security arsenal. 

Retrieved May 15, 2022 from https://www.borderreport.com/hot-

topics/immigration/border-patrol-adds-artificial-intelligence-cameras-to-security-

arsenal/ 

Ruhanas Harun. (2009). Peningkatan keselamatan bersama melalui kerjasama dua hala 

http://dx.doi.org/10.6185/TJIA.V.201907_23(1).0002
http://dx.doi.org/10.35631/ijppsw.13001
http://dx.doi.org/10.30742/perspektif.v21i3.587
https://doi.org/10.17576/JKMJC-2020-3601-23
http://dx.doi.org/10.5901/mjss.2016.v7n3s1p178
https://www.borderreport.com/hot-topics/immigration/border-patrol-adds-artificial-intelligence-cameras-to-security-arsenal/
https://www.borderreport.com/hot-topics/immigration/border-patrol-adds-artificial-intelligence-cameras-to-security-arsenal/
https://www.borderreport.com/hot-topics/immigration/border-patrol-adds-artificial-intelligence-cameras-to-security-arsenal/


  
 

Res Militaris, vol.12, n°2, Summer-Autumn 2022 7225 
 

Malaysia dan negara-negara Jiran. Jebat: Malaysian Journal of History, Politics and 

Strategic Studies, 36, 16-40. 

Rupprecht, K. (2014). Separatist conflict in the ASEAN region: Comparing Southern Thailand 

and Mindanao. Austrian Journal of South-East Asian Studies, 7(1). doi: 

10.14764/10.ASEAS-2014.1-3. 

Rushdi, M. S. A., Tennakoon, T. M. A., Perera, K. A. A., Wathsalya, A. M. H. & Munasinghe, 

S. R. (2016). Development of a small-scale autonomous UAV for research and 

development. IEEE International Conference on Information and Automation for 

Sustainability (ICIAfS), 1-6. doi: 10.1109/ICIAFS.2016.7946541. 

Sathiyanarayanan, M., Syed Azharuddin, Kumar, S. & Khan, G. (2014). Self-controlled robot 

for military purpose. International Journal for Technological Research in Engineering, 

1 (10). 1075-1077. 

Sayler, K. M. & Hoadley, D. S. (2019). Artificial Intelligence and National Security. (No. 

R45178). 

Shabbir, J., & Anwer, T. (2015). Artificial Intelligence and its Role in Near Future. 

ArXiv:1804.01396 [Cs], 14(8), 1–11. 

Shaji, G., & Hovan, G. (2020). Industrial Revolution 5.0: The Transformation of The Modern 

Manufacturing Process to Enable Man And Machine To Work Hand In Hand. Journal 

of Seybold Report. ISSN No: 1533-9211 Volume 15 Issue 9.  

Shelley, L. (2014). Human Smuggling and trafficking into Europe: A comparative perspective. 

Migration Policy Institute. 

Sikorski, M. (2021). Digital innovations and smart solutions for society and economy: Pros 

and cons. Foundations of Management, 13(1), 103-116. doi: 10.2478/fman-2021-0008 

Suhaili Abdul Rahman & Kamarulnizam Abdullah. (2018). Mengurus keselamatan Sabah: 

Dilema dan realiti. Malaysian Journal of Social Sciences and Humanities (MJSSH), 

3(5). doi: https://doi.org/10.47405/mjssh.v3i5.149 

Suhana Saad, Junaenah Sulehan, Noor Rahamah Abu Bakar, Abd Hair Awang, Mohd Yusof 

Abdullah & Ong, P.L. (2014). Local leadership and social cohesion at Malaysia-

Indonesia border. Global Journal of Human-Social Science: (H) Interdisciplinary, 

14(3). 

The Future Border Management: Maintaining security, facilitating prosperity. Part of a Public 

Safety, Justice and Security Series of Publications (2015). Retrieve 15 Julai 2021 from 

https://kipdf.com/the-future-of-border-management-maintaining-security-facilitating-

prosperity_5ac75a901723ddfb3389325c.html 

Tyler, H. (2020). The Increasing Use Of Artificial Intelligence In Border Zones Prompts 

Privacy Questions. Migration Policy Institute, The Online Journal Of The Migration 

Policy Institute. Retrieved June 1, 2022 from 

https://www.migrationpolicy.org/article/artificial-intelligence-border-zones-privacy 

United Nations Office on Drugs and Crime (UNODC). (2019). Transnational Organized Crime 

in Southeast Asia: Evolution, Growth and Impact. 

United States Senate Committee on Homeland Security and Governmental Affairs. (2018). 

Minority Staff Report on Border Security: Analysis of Vulnerabilities Identified by 

Frontline Agents.  

Vanda Felbab-Brown (2017). The real costs of a barrier between the United States and Mexico. 

Retrieved 3 Jun 2022 from https://www.brookings.edu/essay/the-wall-the-real-costs-

of-a-barrier-between-the-united-states-and-mexico/  

Vishwanath, N. & Sankar, S. P. (2019). Multisensor smart robot for border security 

surveillance with human action prediction. International Journal of Innovative 

Technology and Exploring Engineering (IJITEE), 8(10S), 371-376. doi: 

10.35940/ijitee. J1066.08810S19 

http://dx.doi.org/10.14764/10.ASEAS-2014.1-3
https://doi.org/10.2478/fman-2021-0008
https://doi.org/10.47405/mjssh.v3i5.149


  
 

Res Militaris, vol.12, n°2, Summer-Autumn 2022 7226 
 

Wan Shawaluddin Wan Hassan, Amrullah Maraining & Ramli Dollah. (2020). Isu 

penyeludupan di Pulau Sebatik, Malaysia. Jurnal Kinabalu, 26(2). 

https://doi.org/10.51200/ejk.vi.2784 

Wells, C. R., Sah, P., Moghadas, S. M., Pandey, A., Shoukat, A., Wang, Y., Wang, Z., Meyers, 

L. A., Singer, B. H., & Galvani, A. P. (2020). Impact of international travel and border 

control measures on the global spread of the novel 2019 coronavirus outbreak. 

Proceedings of the National Academy of Sciences of the United States of America, 

117(13), 7504–7509. doi: 10.1073/pnas.2002616117 

Wisniewski, B. & Wawrzusiszyn, A. (2012). State security versus border management system. 

Public Security and Public Order, 8. 

https://doi.org/10.51200/ejk.vi.2784

