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Abstract

The success rate of implementation and development of IT Infrastructure technology
on the pharmaceutical industry in Indonesia is greatly influenced by project management
readiness. One aspect that receives little attention in project implementation is information
security control. This aspect is a critical point that the instance must manage to maintain
information security from the confidentiality (C), integrity (I), and availability (A) sides. The
data from the pharmaceutical IT security team in 2021 also shows that there have been incidents
caused by internal and external threats of 2928 every month and have a close correlation with
the IT Infrastructure project. So that in this study a plan and governance of the application of
information security controls to IT Infrastructure management projects using the 1ISO 27001
2013 approach will be carried out. The application of these security controls is expected to
reduce incidents and can be a recommendation to address vulnerabilities to security threats that
could affect future business processes.
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Introduction

Digital transformation is changing the way agencies from different sectors view making
investments in technology in supporting businesses to run effectively and efficiently. A large
number of technologies in the modern era such as these days makes it necessary for business
operators to choose and adapt according to the needs of agencies to have maximum benefit.
The selection of appropriate technologies should also be accompanied by thorough project
management. In performing project management planning it is very rare for an instance to
notice and focus on information security factors. Control over information security will
maintain confidentiality (C), integrity (1), and availability (A) over instance data. So it would
be good if technology implementation projects were balanced with information security
protection so that there were control mechanisms and outcomes that match expectations.

Digital transformation is also taking place in one of the pharmaceutical industries in
Indonesia and technology is a tool used to realize it. Whereas the foundation of its own
technology is the presence of a qualified IT Infrastructure to accelerate the occurrence of the
process. The rapid development of one of these pharmaceutical industries has caused many
requests for technology-related projects, especially IT Infrastructure that come from the
initiation of users or management. There are a total of 30 IT Infrastructure projects in the
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pharmaceutical industry undertaken from 2021 to 2025. The project will be worked out by the
Corporate IT Infrastructure team consisting of Planning, Project, and Operation. The
emergence of many incidents caused by external and internal threats correlates with the IT
Infrastructure project undertaken previously to be a real vulnerability and could affect future
business processes. The condition is also strengthened by data obtained from the evaluation of
the security team of the pharmaceutical industry IT in 2021 that there are incidents caused by
786 external threats and 2142 internal threats every month.

Security Threats from Attack Patterns
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Fig.1. Summary threat incident 2021
Data mapping also shows a correlation between incidents that occurred with IT
Infrastructure projects over the past 3 years. This data is obtained by creating groups on project
workarounds over the past 3 years and correlated with threats in quarter 1 2021 in the IT
Infrastructure area consisting of servers, storage, network, and data center facilities.
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Fig.2. Project and Threat Correlation

Res Militaris, vol.12, n°6, Winter 2022 447



q“uRES MILITARIS

ITINFRASTRUCTURE PROJECT 2018-2020

Social Science Journal

Threat
* Potential Malware
* Pear to Peer

Threat
* Network Scanning
and Attack Activity

Threat
* Potential Malware
* Network Scanning

Threat
* Potential Malware

Communication * Peer to Peer and Attack Activity
* Vulnerable Communication * Vulnerable
Software * Clear text Software

Communication

Fig.3. Threat Category in IT Infrastructure Project
It is therefore imperative that project management planning be accompanied by
information security controls that are expected to bring down incidents that occur. Taking the
ISO 27001:2013 approach can serve as a recommendation and guide for IT Infrastructure
project management in the industry, so it can prevent security threats that could affect future
business processes.

Review and Related Literature

In this study discussed planning and control of information data security on IT
Infrastructure technology implementation projects. The author will discuss related terms and
understandings relating to such research.

2.1. Project Management

Project Management is an activity or activity related to project workmanship ranging from
planning, execution, completion, and monitoring. As in the understanding that refers to references
The Project Management Institute (PMI) (2013a, p. 8) defines project management as “the
application of knowledge, skills, tools, and techniques to project activities to meet the project
requirement” [3]. Project management is closely linked to the activities of an agency to achieve the
objectives of its business. The aspects contained in it must have effective and efficient functions.
In this case means it is effective in using resources and activities in accordance with its planning as
well as its target covering security, quality, cost, time, and others. Whereas efficiently it is
interpreted as using resources and selecting activities appropriately covering the number, type,
time, etc. Project Management has five main phases: project initiation, project planning, project
execution and control, project monitoring, and project closing[3].

INITIATE PLAN EXECUTE MONITOR CLOSING
& CONTROL
Define the project Create plan with, Make sufre Compile the
and setup task, resource, Start and Control EIEII-.IIZIDI'I infine document and
expectation schedule and Implementing withplan report
budget Project
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Fig.4. The five phases of the project management lifecycle redesign
Res Militaris, vol.12, n°6, Winter 2022

448



s mieiTanis Social Science Journal

2.2. IT Infrastructure

IT Infrastructure is the overall foundation underlying an application running its system.
For its group, it covers its hardware, software, computer network, and support facilities. The
main components of IT Infrastructure are server, storage, network, client, and data center
facilities. Understanding IT Infrastructure includes network and middleware components that
facilitate data delivery as well as a distribution [4]. Whereas understanding servers is a
computer system that provides resources used as centralized data exchange as well as services
for specific applications. For storage used as a primary data store either long-term or short-
term. For networks constitute containers for hardware or software to communicate with each
other efficiently and effectively. And the client constitutes a device that uses the services of all
three components. Whereas for server centralization facilities, storage, network, and client are
referred to by the data center

= 8 v [

/ server storage network client

/ DATA CENTER & FACILITY \

Fig.5. IT Infrastructure component redesign

2.3. Information Security

Information security can be interpreted as a strategy, rule, direction, and treatment to
protect the confidentiality, integrity, and availability of data and prevent unauthorized access,
use, modification, recording, and destruction of information. Not only can information security
be applied to aspects of information technology only, but industries or agencies must also have
a basis of understanding related to it so that in the event of an incident an industry or agency
can make a quick recovery. Thus the need for information security can be met through thorough
asset management in every aspect of the industry or agency.

On a good understanding basis related to information security, as well as the
application of policies, strategies, rules, directives, and appropriate treatment according to
applicable regulatory standards, then the industry or agency can minimize the presence of threat
and vulnerability issues to emerging assets better. In the process of applying information
security, industries or agencies should pay attention to 3 main aspects based on the core of the
definition of information security i.e., confidentiality, integrity, and availability (convergence)
often also referred to by the CIA. [5] Generally when attacks, problems, and risks threaten your
information security, then there's at least one aspect of the CIA that will be the target of the
attack.
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Fig.6. Information security diagram redesign

2.5.1SO 27001:2013

ISO 27001 represents an International standard in implementing better-known
information security management systems with Information Security Management Systems
(ISMS). ISO 27001 is an ISMS standard published by the International Organization for
Standardization (ISO). The latest version was published in 2013 known as 1SO 27001:2013.
Applying the 1SO 27001 standard will assist your organization or company in building and
maintaining an information security management system (ISMS). ISMS represents a set of
interrelated elements with an organization or company used to manage and control information
security risks and to protect and maintain confidentiality (confidentiality), integrity (integrity),
and availability (availability) of information. [1]

Research Method

The Research methodology that researchers conduct in conducting information data
security planning and control on IT Infrastructure project management. The first step is to
identify the problem and next look at solving the solution. The second step is to conduct a
library review, at this stage intending to deepen the researcher's knowledge of the research plan
to be carried out. The third step is the collection of data relating to the research process. The
data collection technique performed is to conduct interviews with the implementation project
operator side and data security-related policymakers of the pharmaceutical industry's corporate
IT team. Once the data is collected then an analysis of the data will be conducted for
conclusions to be drawn and serve as a basis as recommendation material for the management
of implementation projects accompanied by security controls.

Result And Discussion

This section will discuss the results of the information security control plan for the IT
Infrastructure technology implementation project. The safety management and control plan
was prepared based on the existing project management stages in the pharmaceutical industry.
The following is a framework proposed for delivering 1ISO27001:2013-based security control
(ISMS) to project management processes with major phases initiate, plan, control, and
execution, monitoring then closing.
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PROJECT MANAGEMENT IT INFRASTRUCTURE WITH CONFIDENTIALITY (C), INTEGRITY (1), & AVAILABILITY (A)
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Fig.7. Proposal of IT Infrastructure project management control framework
The following are proposed security process controls on project management processes
based on 1SO27001:2013

Initiate

The initiation process represents the beginning of the project activity initiated. This
stage contains sensitive information that guarded current his secrecy. The result of this process
is a document containing the initiation of a project to be carried out involving the project
operator and its users.

Table.1. Information security control initiate

PROCESS INITIATE

No |[Annex A IS0 27001:2013 Reference Control
1 |ORGANIZATION OF INFORMATION SECURITY iz':i'e”n:zr::m" SECUrty In projed
2 |ASSET MANAGEMENT A8.2.1 Classification of information
3 |ASSET MANAGEMENT A 822 abelling of information
4 |ASSET MANAGEMENT A.8.23Handling of assets

Plan

At this stage is a project planning process whose activities include collection of project
requirements information, system/technology testing, conducting vendor and technology
comparisons, and contracting processes as well as up to device delivery.
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Table.2. Information security control plan
PROCESS PLAN

q“uRES MILITARIS

No [Annex A 1SO 27001:2013 Reference Control

1 ASSET MAMNAGEMENT AB11 Inventory of assets

2 ASSET MANAGEMENT AB120Ownership of assets

3 ASSET MAMNAGEMENT AB13 Acceptable use of assets

4 ASSET MAMNAGEMENT AB14 Return of assets

5 ASSET MANAGEMENT A B 21 Classification of information

G PHYSICAL AND ENVIROMNMEMNTAL SECURITY A.11.1.5Working in secure areas

7 A.15.1.1 Information security policy for
SUPPLIER RELATIOMSHIP supplier relationship

8 A.15.1.2 Addressing security within
SUPPLIER RELATIOMSHIP supplier agreements

g A.15.1.3 Information and communication
SUPPLIER RELATIONSHIP technology supply chain

10 A.15.2.1 Monitoring and review of supplier
SUPPLIER RELATIOMSHIP senices

11 A152 2 Managing changes to supplier
SUPPLIER RELATIOMSHIP senices

Control and Execution

Policy and Procedure
This stage constitutes planning controllers that govern related to instructions and
procedures for protecting information security while performing the execution of infrastructure
IT technology projects.

Table.3. Information security control policy & procedure

PROCESS CONTROL & EXECUTION [Policy and Procedure)

MNo |Annex A 1S5S0 27001:2013 Reference Control
1 INFORMATION SECURITY POLICIES %'5'1 r-.-1ar:|agemen1fd|rect|0n far
information security
2 CORGAMIZATION OF INFORMATION SECURITY A6.2 Mobile Device and Teleworking
3 ASSET MAMAGEMENT AB.3 Media handling
4 ACCESS COMNTROL A.91.1 Access contral policy
5 PHYSICAL ENVIROMMENTAL SECURITY 211259 Clear desk and clear screen policy
= COPERATION SECURITY A.121.1 Change management
- SYSTEMN ACQUISITION, DEVELOPMMENT & £.14.2 1 Secure development policy
MAINTEMNANCE
SYSTEM ACOUISITION, DEVELOPMENT &
8 a ’ A.14.2 2 System change control procedures
MAINTEMAMNCE
g A 151 Information security policy for
SUPPLIER RELATIOMSHIP supplier relationships
10 INFORMATION SECURITY INCIDENT MAMAGEMNMENT A_:lE_:l_M?nE!gement Df_lnformatlnn
security incidents and improvements
INFORMATION SECURITY ASPECT OF BUSINESS _ _ _ R
11 A17.1 Information security continuity
CONTINUITY MANAGEMEMNT
ALBR L Compliance with
1z COMPLIAMNCE policy, procedure, legal and contractual
requirements
13 COMPLIAMNCE A1E 2 Information security reviews
Hardware

This stage constitutes planning controllers that govern the information security of IT
Infrastructure projects on hardware aspects.
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Table.4. Information security control hardware

PROCESS CONTROL & EXECUTION (Hardware)

No [Annex A IS0 27001:2013 Reference Control

1 |ASSET MAMAGEMENT A 2.1 Responsibility of asset
2 |ASSET MANAGEMENT AR 23 Handling of Asset

3 |ASSET MANAGEMENT AR 3 Media handling

4 |PHYSICAL ENVIRONMENTAL SECURITY A 111 Secure Areas

5 |PHYSICAL ENVIRONMENTAL SECURITY A 112 Equipment

A12.1 Operational procedures and
responsibilities

& |OPERATION SECURITY

7 SYSTEM ACOUISITION, DEVELOPMENT & A.14 2 Security in development and
MAINTENANCE SUpport processes
INFORMATION SECURITY ASPECT OF BUSINESS
8 A.17 2 Redundancies
CONTINUITY MANAGERENT
Software

This stage constitutes control planning that governs the information security of 1T
Infrastructure projects on software aspects.

Table.5. Information security control software
PROCESS CONTROL & EXECUTION [.Svoftwa re_l

No |Annex AI1SO 27001:2013 Reference Control

1 ACCESS CONTROL AS 1 Business requirements of access
control

2 ACCESS COMNTROL A9 2 User access management

3 ACCESS CONTROL AS S User responsibilities

a ACCESS CONTROL A04 System and application access
control

=1 CRYPTOGRAPHY A.10.1 Cryptographic controls

5 OPERATION SECURITY A121 D;EIE_FE!T:-IDFIEH procedures and
responsibilities

7 OPERATION SECURITY A.12.2 Protection from Malware

B8 OPERATION SECURITY A12.3 Back up

g OFERATION SECURITY A2 4 logeging and monitoring

10 OPERATION SECURITY A.125 Contrel of operational software

11 OPERATION SECURITY A12 6 Technical vwalnerability
management

A2 7T Information systems audit
considerations

1z OPERATION SECURITY

i3 COMPMUNICATION SEURITY A 131 Network security management
14 COMBMUMNICATION SEURITY A.13.2 Information Transfer

SYSTEM ACOQUISITION, DEVELOPMENT & A.14 1 Security requirements of
1 MAINTENAMCE information systems

SYSTEMN ACOUISITION, DEVELOPMEMT & 214 2 Security in development and
16 MAINTENAMCE sSupport processes

SYSTEM ACQUISITION, DEVELOPMENT &
17 PMAINTEMAMCE 2143 Test data
18 INFORMATION SECURITY ASPECT OF BUSIMNESS A 17 2 Redundancies

COMNTINUIITY PMANAGEMEMNT

Human Resources
This stage constitutes planning controllers that governs the information security of 1T
Infrastructure projects on aspects of IT project implementation infrastructure.
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Table.6. Information security control people

PROCESS CONTROL & EXECUTION ([People)

No |Annex A IS0 27001:2013 Reference Control

1 ORGANIZATION OF INFORMATION SECURITY A6 Internal Organization

2 HUMAN RESOURCE SECURITY A7 Prior to Employement

3 HUMAN RESOURCE SECURITY . AT.2 During employment

a HUMAN RESOURCE SECURITY A.7.3 Termination and change of

employment
A.13 2 4 Confidentiality or nondisclosure
agreement

5 COMMUNICATION SECURITY

G INFORMATION SECURITY INCIDENT MANAGEMENT [A.16.1.1 Responsibilities and procedures

Monitoring

At this stage, this represents a project monitoring process that includes preparation of
project workmanship reporting documents, conducting a security checklist, and also
verification against users and systems of those technologies.

Table.7. Information security control monitoring

PROCESS MONITORING

No |Annex AlSO 27001:2013 Reference Control
ASSET MAMNAGEMENT A8.1Responsibility for Assets
ASSET MAMAGEMENT A B2 Information classification

2 SYSTEM ACQUISITION, DEVELOPMENT AMD A.14 1 Security requirements of
MAINTEMANCE information systems

a SYSTEM ACQUISITION, DEVELOPMENT AMD £.14 2 Security in development and
MAINTENANCE SUpPpOrt proCesses
SYSTEM ACQUISITION, DEVELOPMENT AMD

5 MAINTENNEIICE A.14 3 Tes Data

6 SUPPLIER RELATIONSHIE A.15._2.2 Managing changes to supplier

senvices

Closing

At this stage, this represents the process of closing and developing the project. For
activities undertaken is to conduct regular evaluations interface projects already undertaken
and then develop systems to sustain the pharmaceutical industry's business processes.

Table.8. Information security control closing
No |(Annex A IS0 27001:2013 Reference Control

A.126 Technical vulnerability

management

A.12 7 Information system audit

considerations

1 |[OPERATION SECURITY

2 |OPERATION SECURITY

SYSTEM ACQUISITION, DEVELOPMENT AND A14 2 Security in development and
3 MAINTEMAMCE SUpPOrt processes
INFORMATION SECURITY ASPECT ON BUSINESS A.17.1 Information security continuity
CONTINUITY MANAGEMENT
c INFORMATION SECURITY ASPECT ON BLUSINESS A17.2 Redundancies
CONTINUITY MANAGEMENT
b COMPLIENCE A.1B.2 Information security reviews
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The following are control recommendations used in the IT Infrastructure project
management process in the 1SO27001:2013 based pharmaceutical industry in order to reduce
incidents that have occurred and protect agains other threats in the future.

Table.9. Summary Information security control for project management

Project Task Names

Infrastructure IT Project Implementation

Control ISMS ISOZ27001:2013

Purpose : Incident Reduce

1. INITIATION

Gather Objective [Project Initiative Document] AB1 ABZ1 AR ABZI Other Threat
2 PLAN 48114812 4813, 4814,

Gather requirement L8271 AR AT AR

Evaluation [Irwvite, POC Review Comparation) 87513, A18.20,

Contract & Delivery [Request, Progrezs, Purchaze Order, Delivery) b1R22 Cther Threat

J.EXECUTION AND CONTROL

a. Policy and Procedure

Profiling Aszet and Goals Project

ARTARZ AB3 A917
ANZ9 A1210 A2,
AMZZ ATL AL AT,
ATR1 A2

Patential malware, P2P
Commnication
ther Threat

b.Hardware

Evaluate and Analyze hardw are rizk

ALY ABZS AL AT
AN2 AT AME A2

Comrmunication,
Other Threat

. Saftw are

Evaluate and Analyze softw are risk

£.97 492 493 494, 4707,
ARLARZZ ATZZ AT,
AT2H AZE ATZE ATZT
ATLATZ AT ANZ

A AT

Potential balware, Webwork Attack,
and Seanning, Yulherable
Software,

FPZP Commurication,Clear Text
Commurnication, Cther Threat

d.Human Resources

Praject Owner, Praject Execution, Praject Operation, Yendar

ABTATLATZ AT
A1324, AR

Patertial balware, Metwaork Attack
and Scanning, Yulnerable
Software,

F2P Commurnication,Clear Text
Cormmrnunication, Other Threat

4. MONITORING

Praject reporting and documentation

Security checklist

|zer Boceptance Test [UAT)

Final Review and Testing

A81ABZ AMLAM
&.14.3, 21522

ther Threat

5. CLOSING

Audit Sustem

Planning Improvement

ATZE AT AWM AT,
AT7.2, 4082

Other Threat

Conclusion

Based on the hypothesis and planning on researching IT Infrastructure technology
implementation projects in pharmaceutical industry areas using the ISO 27001:2013 approach,
some conclusions can be drawn that could be interpreted as follows

1. Management of IT Infrastructure project management by applying security controls at
process stages initiate, plan, control & Execution, Monitoring, and Closing is predicted
to improve project management readiness to reduce incident future threats.

2. Utilization of 1SO27001:2013 Annex A security controls on IT Infrastructure project
management is predicted to sustain development to sustain business process continuity.

3. The application of information security controls to IT Infrastructure project
management encourages the emergence of new policies related to project management.
4. Application of information security controls to IT Infrastructure project management

can be references and guidelines for project workmanship as well as can be developed

for subsequent research.
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