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Abstract: 

This article discusses a cutting-edge three-level authentication system designed to elevate the security paradigm for 

user access controls. The initial level employs conventional passwords, establishing a foundational layer for user 

authentication. Building upon this, the second level introduces an additional safeguard through one- time 

passwords (OTPs) sent to users registered email addresses. Following the successful completion of the first two 

levels, users progress to the third tier, where they engage in a unique authentication process. In this final stage, 

users select two personalized images in a specific sequence, contributing to a robust defence mechanism against 

unauthorized access. By amalgamating the strengths of traditional passwords, email-based OTPs, and personalized 

image sequencing, this approach aims to significantly fortify security measures, providing a resilient defence 

against potential threats in the digital landscape. 
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I. INTRODUCTION 

The transition from offline to online society 

has necessitated the development of online user 

authentication technology [1]. In offline society, the 

identity of the user is verified face to face only on 

the basis of the user’s personal documents (e.g. 

Social Security Number, Driver’s License, or 

Passport). In online society, the requirement for user 

authentication is replaced by a technique that does 

not require the user to be identified face to face. As 

a result of these demands, a variety of user 

authentication techniques have emerged in the 

history of online use, and a representative type of 

user authentication technique is a password-based 

authentication technique. As technology progresses, 

so do the ways in which malicious actors attempt to 

access personal and confidential data [2]. 

Consequently, the demand for innovative and multi- 

layered authentication systems has become 

paramount. This research addresses this critical need 

by introducing a comprehensive three-level 

authentication system designed to enhance the 

security landscape of user access controls. However, 

the issue with password authentication is that it 

neutralizes keyboard data protection [4]. The 

increasing frequency and complexity of cyber- 

attacks highlights the need to go beyond traditional 

password authentication techniques. Traditional 

passwords, often susceptible to breaches through 

various means such as phishing attacks or brute- 

force attempts, present a vulnerability that needs to 

be addressed. Recognizing this challenge, our 

proposed system initiates the authentication process 

with conventional passwords as the first level of 

defence. This element serves as a foundational layer 

within the overall security architecture, providing 

both familiarity and essentiality. Image-based 

authentication is an authentication technique that 

shows a particular image on the screen (e.g. a 

keypad) and uses the click data on the image as the 

password [6]. The information that needs to be 

protected in image-based authentication is the image 

information that is shown to the output device as 

well as the mouse data information that is inputted 

by a mouse. Despite the limitations of passwords, 

several studies have demonstrated that many 

Database Service providers (DBs) store passwords 

in plaintext format [23], the second level of our 

authentication system incorporates a dynamic and 
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time-sensitive layer by introducing one-time 

passwords (OTPs). To provide an additional layer of 

verification that improves security and is flexible 

enough to respond to the ever-changing threat 

landscape, One-Time Passwords (OTPs) are emailed 

to the user's registered email address. Email-based 

OTPs serve as an additional layer of security, 

requiring users to verify their identity in real-time 

before proceeding to the next authentication level. 

This procedure lessens the possibility of unwanted 

access to sensitive data and helps to ensure a greater 

level of security. 

 

Beyond conventional password and OTP 

mechanisms, the third level introduces a novel 

approach to user authentication. In this phase, users 

are prompted to choose and sequence two 

personalized images from a predefined set. This 

personalized image sequencing not only adds a layer 

of complexity for potential attackers but also aligns 

with the user's unique preferences, enhancing the 

overall user experience. 

 

The amalgamation of these three authentication 

levels forms a cohesive and resilient defence against 

unauthorized access [7]. By blending the familiarity 

of passwords, the dynamic nature of OTPs, and the 

personalization of image sequencing, our proposed 

system aims to mitigate the vulnerabilities 

associated with singular authentication methods. 

This research sets out to contribute to the ongoing 

efforts in fortifying digital security, ensuring that 

users can confidently engage in online activities with 

a heightened level of protection against evolving 

cyber threats. 

 

 

II. LITERATURE REVIEW 

Several studies have explored the 

implementation of three-level authentication 

systems, incorporating factors such as knowledge- 

based, possession-based, and biometric 

authentication. In order to overcome flaws in 

conventional two-factor authentication techniques, 

researchers have concentrated on improving security 

through the integration of several layers of 

verification. Information can be protected and made 

chaotic by using encryption [21]. The literature 

highlights advancements in biometric technologies 

and cryptographic techniques to achieve robust and 

reliable three-level authentication systems. 

While text-based or alphanumeric passwords stood 

out as prominent authentication methods, they were 

not without their drawbacks. Managing multiple text 

passwords for various accounts posed a significant 

challenge. As a result, other techniques like 

biometric data credentials [4] even token-based 

passwords have attracted attention as alternatives to 

traditional text-based passwords [3]. 

It's a well-known fact that achieving security and 

memorability simultaneously is impossible to do 

[22]. The limitations of text-based and token-based 

passwords are recognized in the study published by 

Shiv Narain Gupta et al. (2023), which led to the 

creation of pictorial passwords such as Pass Point, 

Cued Click Point (CCP), and Persuasive Cued Click 

Points (PCCP). Pass Point relies on selecting five 

dots on an image, facing security issues due to a 

common "hot spot." CCP improves on this by 

distributing points across different images, and 

PCCP enhances security further with additional 

tasks. Despite PCCP's innovation, there are still 

some security concerns, though considered less 

severe than other methods [1]. 

The security system consists of three levels: the first 

involves a text-based password with special 

characters for client-side entry. Successful 

completion of the initial stages leads to a unique 

numeric password sent to the registered email for the 

current session. The third level's one-time automatic 

password is unbreakable, even if a hacker manages 

to obtain the user's email address. After passing all 

three levels, the user gains access to stored data, 

enhancing overall system protection. Sharing 

passwords is prohibited, and after three unsuccessful 

attempts, the account locks, requiring administrator 

intervention, effectively thwarting automated 

attacks and physical force assaults [2]. 

Cued click points were developed in an effort to 

overcome the drawbacks of the pass-point 

authentication mechanism. The essential difference 

between cued click points and pass points is that the 

former require choosing five points from five 

separate frames [1][5]. 

The pass-point mechanism, conceptualized by its 

creator, involved a simple process: selecting five 

dots on an image, connecting them to form a pattern, 

and establishing a password. Users were required to 

choose five specific points from a given image, and 

during password creation and login, they had to 

replicate the selection process, ensuring consistency 

in the pattern across all chosen images [1][4]. 

Persuasive-Cued Click Points is a system that 

improves upon prompt tap points by allowing users 

to select more specific keywords. It includes tasks 

like repositioning and viewing, presenting a small 
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black-and-white image when a particular word is 

uttered. Programmers can utilize PCCP's intricate 

structure, which confines users within the viewport's 

bounds unless they choose to freely rearrange things 

by clicking the reorder button. Similar to the 

keyword period, users can generate passwords with 

an infinite number of rearrangements by using a 

viewport and reposition button. In the Post Emit- 

Word era, users can easily engage with graphical 

images, selecting the correct clickable area. While 

PCCP is a notable daily innovation, it does raise 

some security concerns, although they are less 

severe than those of alternative systems [1][6]. 

Three authentication approaches include biometric, 

token-based, and knowledge-based methods. 

Biometric utilizes face recognition, fingerprints, 

voice recording, and retina scanning. Token-based 

employs passports, badges, or smart cards but is 

susceptible to fraud. Knowledge-based relies on 

conventional passwords, pins, or images and is 

applicable both locally and remotely, demonstrating 

excellent performance [8][9]. 

In order to provide SMS OTP and two-factor 

authentication for e-transactions, this article uses 

SET. It generates time-limited OTPs that are issued 

by SMS to facilitate secure transactions in online 

banking, e-commerce, and ATMs. The Secured 

Cryptographic Algorithm validates OTPs. 

Successfully tested, it enhances electronic 

transaction security [10][11][13]. 

Graphical passcodes are proposed to overcome 

memory limitations of alphanumeric codes 
[15][16][18][20]. These strategies take advantage of the 

visual superiority effect, which states that people 

remember images better than words. Image data 

conveys more information than textual data [14]. 

Graphical information is an effective way to counter 

brute force attacks and provides a user-friendly 

authentication system. 

After evaluating diverse authentication models 

proposed by researchers, we have formulated a 

streamlined three-level authentication system. This 

novel model excels in efficiency and security, 

empowering users to navigate a seamless 

authentication process. Leveraging a combination of 

traditional email-password validation, one-time 

password (OTP) verification, and image-based 

authentication, our system ensures a robust defence 

against unauthorized access. 

In this advanced authentication model, user 

credentials are securely verified in the first level, 

followed by OTP validation for an added layer of 

security.  The  incorporation  of  image-based 

authentication adds a unique dimension, enhancing 

the overall reliability of user access. This three- 

tiered approach not only fortifies the authentication 

process but also aligns with contemporary security 

standards, establishing a trustworthy framework for 

user interactions within digital platforms. 

 

 

III. METHODOLOGY 

The Methodology consists of 2 parts 

namely Registration Phase and Login Phase. 

A. Workflow : 

The implementation of a three-level 

authentication system involved following a specific 

workflow, as outlined below in Fig1: 

 

 

 

Figure 1. Workflow 

Level 1: Email and Password 

At the first level of authentication, users need to 

provide their registered email address and a secure 

password. This initial credential check ensures that 

only authorized individuals gain access to their 

accounts. The password should adhere to strong 

security standards, promoting a secure foundation 

for the subsequent authentication steps. 

 

 

Level 2: OTP Verification 

Following successful email and password entry, 

users proceed to the second level of authentication, 

which involves a one-time password (OTP) 

verification. The registered email address linked to 

the user's account receives an OTP. Users must input 
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the received OTP to confirm their identity. This adds 

an extra layer of security by requiring possession of 

a secondary device or access to a separate 

communication channel. 

 

 

Level 3: Image-Based Authentication 

The third and final level of authentication introduces 

image-based verification. After completing the 

email password and OTP steps, users are prompted 

to select two images associated with their account. 

This personalized image-based authentication 

enhances security by incorporating a visual element, 

making it more challenging for unauthorized entities 

to gain access. Users must correctly identify and 

match the selected images, providing an additional 

barrier against potential threats. 

Additionally, they need to choose and upload two 

images of their choice, one at a time. The entered 

username, email, and password are stored in the 

MongoDB database. Utilizing FormData in React 

and Multer in Node.js, the images are transferred to 

the server side. Using the SHA-256 Cryptographic 

Hash Algorithm, a unique 64-byte string is generated 

for each image. The final hash string is created by 

concatenating both hashes obtained from the images. 

Once the final hash string is obtained, the images are 

deleted from the Multer storage. The non-human-

readable final passcode for the images is generated 

using the Huffman coding technique, which employs 

standard ASCII values (0-256) for encoding. This 

generated passcode is stored in the MongoDB 

database along with user's email. Figure 2 will give 

you an overview. 

 

 

The combination of these three authentication levels 

– email-password, OTP verification, and image- 

based authentication – creates a robust and 

multifaceted security system. This approach aims to 

prevent unauthorized access, protect user accounts 

from various cyber threats, and ensure a high level 

of security for the users interacting with the platform. 

B. Technology Stack : 

The MERN stack, which consists of 

Express for server-side development, React for the 

user interface, MongoDB for database 

administration, and Node.js for server-side runtime, 

is used to construct the three-level authentication 

system. Additionally, Multer is employed to 

facilitate the seamless transfer of images from the 

client to the server end. This integration of 

technologies ensures a robust and efficient 

authentication process, combining the strengths of 

the MERN stack for web development with Multer 

for effective image handling, thereby enhancing the 

overall security and user experience of the 

authentication system. 

 

 

IV. IMPLEMENTATION 

The implementation of the three-level 

authentication system involves two stages: 

Registration and Login. 

A. Registration: 

To register in the application, new users must 

provide their username, email, and password. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2. Registration 

Algorithm: 

1. Username, Email and Password are taken. 

2. Images are taken from User. 

3. Images are Converted into hashed strings 

using SHA-256. 

4. Further Huffman algorithm is used to again 

encode the sting and also decreases the 

length of the hashed string. 

SHA-256 Algorithm: 

SHA-256, also known as Secure Hash Algorithm 

256, is a cryptographic hash function that belongs to 
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the SHA-2 family. It produces a hash value that is 

256 bits (32 bytes), which is commonly represented 

as a 64-character hexadecimal integer. The 

mathematical formula for SHA-256 involves several 

steps, including message padding, parsing the 

message into blocks, and applying a series of bitwise 

and arithmetic operations within a compression 

function. Below is a simplified overview of the 

SHA-256 algorithm: 

1. Message Padding: The length of the input 

message is padded to make sure it is a multiple of 

512 bits, allowing space for the appended length of 

the original message. 

2. Parsing into Blocks: There are 512-bit chunks 

within the padded message. starting values for 

hashing Eight initial hash values, designated as H0 

through H7, which are typically written as 32-bit 

words in SHA-256 are obtained from the first 32 bits 

of the fractional parts of the square roots of the first 

eight prime numbers. 

3. Compression Function (SHA-256 Rounds): Each 

block goes through a series of 64 rounds of 

processing. In each round, the input block undergoes 

a series of bitwise and arithmetic operations, 

including bitwise logical functions (AND, OR, 

XOR), addition modulo 2^32, and circular shifts. 

4. Final Hash Value: The final hash value is 

determined by concatenating the eight 32-bit words 

that are produced by the compression algorithm after 

all   blocks   have   been   processed. 

 
 

 

Huffman Coding Technique Algorithm: 

1. Determine how often each character appears 

throughout the input string. 

2. Using the character frequencies as a guide, 

construct the Huffman tree (Min Heap). 

3. Use the tree to create Huffman codes for every 

character. 

4. Enter the corresponding Huffman codes for the 

characters that were originally in the input string. 

5. Add padding bits (at the end) to ensure the 

encoded string is divisible by 8. 

6. Append the count of padding bits to the original 

encoded string (Just in case, want to decode) 

Final Password Generation: 

1. Read the Huffman-encoded string from left to 

right, treating each byte (8 bits) as a unit. 

2. Convert each byte to its equivalent decimal 

integer. 

3. Replace each decimal integer with its 

corresponding ASCII character 

Time Complexity: O( nlogn ) is the time complexity, 

where n stands for the number of distinct characters. 

Example: Let's consider the string str = "abcdbcd" as 

the final concatenated hash generated by SHA-256 

for images, and using Huffman encoding on this 

string will be as follows: 

1.  Character a b c d 

Frequency 1 2 2 2 

2. 
 

 

3. Character Huffman code 

a 00 

b 01 

c 10 

d 11 

4. Huffman encoded string = "00011011011011" 

5. Padded Huffman encoded string = 

"0001101101101100" 

6. Final Padded Huffman encoded string = 

"000000100001101101101100" 

Final Password Generation: 

1. 00000010 00011011 01101100 

1. 2 27 108 

2. SOH ESC l (ASCII) 
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B. Login: 

During the login process, users must first complete 

the initial authentication level by providing the 

correct credentials, including the email and 

password assigned during registration. Upon 

successful verification at this level, users proceed to 

the second authentication level, which incorporates 

a one-time password (OTP) verification. In this step, 

users need to enter the OTP correctly, which is sent 

to their registered email address. Upon successful 

completion of the second authentication level, users 

are allowed to choose two images in the same 

sequence as during registration. Figure 3 will give 

you an overview. 

enrolled email address are compared. The user is 

given permission to their account provided that there 

is a match; if not, access is refused. 

 

 

IV. RESULT AND ANALYSIS 

The proposed system employs a three-level 

authentication process for user registration and 

login. During registration, users provide basic 

details and upload two images. The system hashes 

and encodes the images, storing the resulting 

passcode alongside the user's email. For login, users 

enter their email and password, undergo OTP 

verification, and select the same two images. The 

system hashes and encodes these images, comparing 

the result with the stored passcode for access 

approval. This approach ensures robust security, 

utilizing encryption, hashing, and image-based 

authentication to safeguard user data. 

 

 

 

 

 

 

 

 

 

Algorithm: 

 

 

 

Figure 3. Login 

Fig. 4. Analysis 

Sample Test Case: 

Images: 

1. Email and Password should be provided. 

2. OTP sent to email should be provided. 

3. Same Images in the exact order should be 

provided. 

4. Failure at any one of these levels will result 

in unsuccessful login. 

Subsequently, these two selected images are 

transmitted to the server side using Multer. 

Employing the SHA-256 Cryptographic Hash 

Algorithm, the hashes for both images are generated 

and then concatenated. This final concatenated hash 

string undergoes encoding using Huffman 

encryption. Next, the compressed Huffman string 

and the one kept in the database linked to the 

 

 

Fig. 5. Image1 Fig. 6. Image2 

SHA256 Output: 

8d583606754b32de2c63b48e4d8917c2f5654f265f7 

c678e3b5cfa2abc1c58f45d0b6ccb39fbdc279309af1 

5939940622e8b4072e6e2ab2ef23654866237cc00 
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Huffman Output: 

{ï"Z☻UÉÆ·ö(þÒw¤µæõ<¿9Ý³Q 

9ýÙkX∟QlUôí[UòZr♣ {↨áj7û‼þm;@ 

 

 

2 level Authentication vs 3 level Authentication: 
 

Parameters 2 Level 3 Level 

Time Complexity Moderate High 

Security Moderate High 

User Experience Easy to Use Not very 

Easy to Use 

Risk Mitigation Moderate 

Risk 

No Risk 

 

Time Complexity to Crack: The 3-level 

authentication is likely to have a higher time 

complexity due to the additional image upload and 

comparison step. 

Security: The 3-level authentication is more 

complex and involves an additional factor, 

potentially making it more secure. 

User Experience: The 2-level authentication is 

likely more user-friendly and easier to implement. 

The 3-level authentication may lead to user 

frustration due to the additional steps and potential 

issues with image uploads. 

Risk Mitigation: Both methods provide additional 

layers of security, but the 3-level authentication has 

the potential to mitigate different types of risks, 

especially related to image-based verification. 

The third level involves the application of the 

Huffman coding technique and the subsequent 

generation of the final password for images. 

Limitation: Images should be carried along with 

user. 

V. CONCLUSION 

This paper discusses the creation of a 

sophisticated three-level authentication system, 

leveraging the MERN stack and Multer for secure 

user registration and login. The registration process 

involves hashing and encoding user-selected 

images, enhancing security by employing SHA-256 

and Huffman encryption techniques. The login 

procedure incorporates multi-factor authentication, 

combining email-password validation, OTP 

verification, and image-based authentication. This 

comprehensive approach ensures a resilient defence 

against unauthorized access, emphasizing the 

importance of user data protection in today's digital 

landscape. 

 

 

In conclusion, the proposed system not only 

provides a user-friendly interface but also prioritizes 

the paramount aspects of security and transparency. 

By integrating industry-standard encryption 

methods and innovative image-based authentication, 

the platform aims to set a new standard for 

safeguarding user accounts. The adoption of the 

MERN stack and Multer technology further 

enhances the system's scalability and efficiency, 

promising a robust solution for secure and seamless 

user interactions within the digital realm. 
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