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ABSTRACT

Wireless Local Area Networks a significant part of the time implied as WLANs or Wi-Fi
frameworks are all the energy of late. People are presenting these in houses, establishments, work
environments and motels, etc, with no vain. Searching for fulfilling the remote solicitations, Wi-Fi
item merchants and administration givers are exploding up as quick as would be judicious. Remote
systems offer handiness, compactness, and can even be more reasonable to attempt than wired
frameworks. With the customer request, merchant arrangements and industry benchmarks, remote
system innovation is exact and is delving in for the long stretch. In any case, how far this
development is going give a verified circumstance to the extent security remains a strange issue.
Understanding the various dangers and vulnerabilities related with 802.11-based remote systems and
morally hacking them to make them increasingly secure is the thing that this paper is all about. On
this fragment, we'll hold onto a gander at normal dangers, vulnerabilities related with remote systems.
Also, besides we have analyzed the entire strategy of WiFi, centering the need to get comfortable with
apparatuses like Cain, NetStumbler, Kismet, MiniStumbler and fluxion (Evil twin attack) to help the
model/study the territory and tests we should run to fortify our air flags and point by point outline of
our own usage will follow lastly, there will be a segment on the best way to secure oneself against
this sort of cyber attack which is one of emerging forms of cyber crimes.
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I . INTRODUCTION

Today mobile devices are all around us and are now affecting everything we doing
everyday life would be a somewhat minor statement to make, however constant growth in this
popular area of technology can mean that it is sometimes efficient. If we think what's been
going on and what will be the impact. If we jump back a trivial 10-12 years, we would be placed
in an era where the majority of computers were still wired to a network with a trusty old
Ethernet cable, and mobile phones were simply handy devices for making phone calls, playing
snake and sending text messages are there. But according to the fast forward days we have
powerful computers that can carry easily in our pockets boasting quad core processors and
wireless network cards, some of the vehicles like cars that can connect to Wi-Fi, 3G and
4G networks, and tablets that will take care of most of our everyday work and respite
needs. With more and more organizations or societies adopting these devices every day it got

thinking to us about how secure such devices can be because we all travel with our

5286
ResMilitaris, vol.13 n°,4 ISSN: 2265-6294 Spring (2023)



WfUREs MILITARLS Social Science Journal

mobile devices, carry them everywhere with us where we use to travels most-By their very
nature mobile devices present a number of immediate and interesting properties such as
knowing which Wi-Fi networks  they  are  connecting to when you are out? How
accessible is the stored data once it has been stolen? What happens if the tool is misplaced
or stolen? But during recent years, Wireless networks are becoming very popular due to its wide
range users can connect it via their mobile phone (smart- phones), laptops, tablets etc. They
can connect to WiFi connections called “hotspot”inpublic as well as private area only difference is
of security, you need wifi password before connecting at private places but there is an open
connection to all the users at public places, no security or password is required, so the chances
of fraud are more which is referred toas “Evil Twin Attack”. Public places are like Airports,
Hotels, Shopping points such as complex or malls etc. There are some of the advantages of Wi-Fi
such as people can stay online all the time or Wi-Fi also provide high speed, unlimited

downloading or surfing’s or some provide limited data like data-packs in mobile phones.

1. NEED TO TEST OUR WIRELESS ARRANGEMENTS

Weakness of Wireless systems is on track as far back as the untimely days of the 802.11 b
standard of 1990s. The standard's introduction, major 802.11 restrictions, for example,
physical security, encryption imperfections has been discovered. Because of these, two remote
security principles have turned out to enable battle to back at the enemy:
Wi-Fi Protected Access (WPA) : Developed by the Wi-Fi Alliance, filled in as an interceding
standard to settle the outstanding WEP vulnerabilities.
IEEE 802.11i (recognized as WPA2) : An authority IEEE standard, that coordinate the WP A
fixes for WEP with extra encryption and confirmation mechanisms. Like numerous security
measures, the issue with these remote security arrangements isn't that they don't work, this is a
result of the system executives who are impervious to change and don't completely actualize them.
They don't prefer to reconfigure their remote frameworks and would prefer not to actualize new
security components feeling that the administration winds up troublesome. These look like
insignificant things, however they withdraw numerous remote systems exposed and holding up to
be traded off. In spite of the fact that WPA, WPA2 and the different remote assurance strategies
depicted in this paper have been executed, system may in any case be in danger. As up to our
training, we have seen numerous giving some security systems either the over ones or the other.
However, even with numerous remote security gauges and endor arrangements accessible, the

larger parts of frameworks are still completely open to ambush.

1. SECURITY CONCERNS OF WI-FI SYSTEMS

Wi-fi systems are broadly utilized today. Surely, it is difficult to envision being in a city and not

5287
ResMilitaris, vol.13 n°,4 ISSN: 2265-6294 Spring (2023)



WffiREs MILITARLS Social Science Journal

having a Wi-fi hotspot inside 100 yards. Notwithstanding, regardless of the way that they are so
normal and simple to use, Wi-fi systems show a scope of security Vulnerabilities. Some of those are
because of blemished convention outline, and some are because of client botches, however as a rule it

is a mix of both. We show some of these security worries here:

° Some Wi-fi systems are absolutely unprotected, as in they give no encryption of the
information exchanged through the system. In any case, those cases are relatively obsessive these
days as a large portion of the Wi-fi systems do in fact utilize a type of security/encryption.

° Even if some sort of encryption is utilized, it might be low security and in this manner
effectively pliant. Take for instance the convention WEP(Wired Equivalent Privacy). It used the
RC4 figure, which is a stream figure. It is fundamental, for such ciphers, that the key is constantly
revived, in the event that we need to guarantee secrecy. With a specific end goal to accomplish
this, the convention utilized an IV of 24 bits.

o Even when a solid encryption convention is used, it is conceivable to utilize parcel
sniffers, for example, Wireshark, keeping in mind the end goal to screen the movement that

experiences the system.

V. ASSESSING FOR PROTECTION
Once in the event that we get everything adapted, it's an ideal opportunity to make our sleeves and

uncover our hands messy via completing unique moral hacks against our wireless set-up. There are
bunch of security tests we can perform to know how weak our remote frameworks are to trouble.
The results of these tests will definitely demonstrate to us what security punctures may or may not
be settled to construct a more secure wireless network.. We will draw out different balance
measures we can utilize to settle the shortcomings we recognize. In the next few segments,, we
will layout an assortment of security assaults to build up the pull for weakness tests we'll be

working against our wireless network.

A Exploitative Attacks

These sorts of assaults exploit human shortcomings like absence of cognizance, carelessness
and disregarding outsiders. We likewise encase physical vulnerabilities which can influence an
intruder to have a possibility on firsthand access to our wireless gadgets. These assaults consolidate,
o Flouting into wireless gadgets that customers mounted on their own and left unsecured
. Some kind of assaults where a programmer phony as some person else and induce clients to
give out unnecessarily much data about our system
. Unauthorized evaluation of APs, radio wires and a few different remote foundation to

reconfigure and confine information off it.
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B. Assaults Concerning Network
There are a gathering of procedures the critical folks can use to break inside our remote

domain or at any rate abandon it shriveled in a nonworking state. System based assaults involve,

. Mounting fiendishness wireless APs and avoiding remote customers into connecting to them.
° Holding information off the system from a separation by under our own steam and so
forth.

. Attacking the exchanges of the customer in arrange by sending up MAC addresses,

setting up a medium (Opening in a remote framework in the middle of an AP and remote client)

and the sky is the limit from there

° Abusing system conventions
. Carrying Denial-of-benefit (DoS) assaults
. Jamming RF signals

C. Assaults Concerning Software
Since the security hurts with the 802.11 convention weren't sufficient, we must be restless
about working frameworks and utilities on wireless customer machines promptly helpless against

misuse. Presently we'll a portion of the product assaults:

o Hacking the working framework and further applications on remote customer equip

° Contravening through default settings like passwords also, SSIDs that are easily known
. Cracking WEP keys and pattering into the system's encryption conspire

. Getting route in by the utilization of weak system validation techniques

V. SIMPLE HACK WITH A FLUXION
Fluxion is a unique tool in its use of a WPA handshake to not only control the behavior of

the login page, but the behavior of the entire script. It jams the original network and creates a
clone with the same name, enticing the disconnected user to join. This presents a fake
login page indicating the router needs to restart or load firmware and requests the network
password to proceed. fluxion is the future-a blend of technical and social engineering automation
that trick a user into handing over the Wi-Fi password in a matter of keystrokes. Specifically, it's a
social engineering framework using an evil twin access point (AP), integrated jamming, and

handshake capture functions to ignore hardware and focus on the "wetware."

IMPLEMENTATION FLUXION TOOL.:

To get Fluxion running on our Kali Linux system, clone the git repository with: git clone
https://github.com/wi-fi-analyzer/fluxion & then Run the Fluxion command again with sudo
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[fluxion to get hacking below In figure 1

10k @CEH-10; -/Downloads/fudon 00

Fie Eot Vew Sexch Termnd Help [

2 (rev. 6) by ghost

Latest rev. [7)

Update? [Y/n): ¥

Figure 1 : Fluxion configuration

In below figure 2,the first option is to select the language. Select your language by typing
the number next to it and press enter to proceed to the target identification stage. Then, if the
channel of the network you wish to attack is known, you may enter 2 to narrow the scan to the
desired channel. Otherwise, select 1 to scan all channels and allow the scan to collect wireless data

for at least 20 seconds Select a target with active clients for the attack to run on by entering the
number next to it.

root@CEH-10: ~/Downloads/fluxion - JNC N )

File Edt Vew Search Termmal Help

luxion 's 'he ‘uture >

xflux@fluxion -~

Figure 2: Scan your Wi-Fi Ap target

Using the Aircrack-ng method by selecting option 1 (“aircrack-ng™), Fluxion will send
deauthentication packets to the target AP as the client and listen in on the resulting WPA

handshake. When you see the handshake appear, as it does in the top right of the screenshot below,
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you have captured the handshake. Type 1 (for "Check handshake™) and enter to load the handshake
into our attack configuration below figure 3 Once you've typed the number of the target network,
press enter to load the network profile into the attack selector. For our purpose, we will use option
1 to make a "FakeAP" using Hostapd. This will create a fake hotspot using the captured
information to clone the target access point. Type 1 and press enter and above figure 5 gathered
the wifi information on AP.

Figure 3 : FakeAP which fluxion

In below figure 6 , The user is directed to a fake login page, which is either convincing or
not, depending on which you choose.

Wifi Information
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Figure 6 : Capture the password using fluxion

Entering the wrong password will fail the handshake verification, and the user is prompted
to try again. Upon entering the correct password, Aircrack-ng verifies and saves the password to a
text file while displaying it on the screen. The user is directed to a "thank you" screen as the

jamming ceases and the fake access point shuts down.

5291
ResMilitaris, vol.13 n°,4 ISSN: 2265-6294 Spring (2023)



WffiREs MILITARLS Social Science Journal

Vulnerability :

Evil twin attacks happens in various forms, but the vulnerability many times come from
humans. This include vendors such as an airport, coffee shop, or book store which provide its
customers free wifi access without any network encryption password (WEP or WPA).This for the
most part originates from the inconvenience of building up the pre-sharing secret word. Evil- twin
attacks also exploit the common desires of general public who want to access free wifi. Therefore,
an attacker with a machine capable of broadcasting wifi signal can establish himself as a legit AP

on the premise and trick the user to connect to it.

Prevention :

There are no absolute tool/mechanism to totally take out evil twin assault. Following are a
few recommendations for relief
e  Configure the remote settings of the OS to interface just to favored systems and just upon
demands.
¢ Avoid interfacing with unreliable systems and perusing delicate/individual data, for example,
managing an account.
e  Use outside programming, for example, Air Personal to warn user of unusual wireless

activity.

VI. CONCLUSION

Wireless Networks like Wi-Fi being the most spread innovation over the world is vulnerable
to the threats of Hacking.. It is critical to shield a network from the hackers in order to prevent
exploitation of confidential data. The better way to do this is, just think like a hacker. At a glance,
we've discussed the entire procedure of splitting WEP encryption of Wi-Fi in this paper. All this is
made only to figure out the necessity in getting touch with some of the scanning tools like
NetStumbler, Cain, Kismet, MiniStumbler, Fluxion and so forth to review the Wireless region. The
tools that have been expressed will offer us the capacity to reprieve our claim WEP key and this
might be an ideal opportunity to go to the following rank of security, the WPA. Give us a chance to
endeavor to hack all the gauges of Wireless systems morally with a specific end goal to make a

framework extremely secured.
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